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1 Introduction

The document describes the conditions and procedure for issuing a personal electronic
certificate (without personal presence at the RA |.CA office) with on-line verification of the
applicant's identity, based on verification of the identity of a natural person (applicant) and
biometric identity verification. This verification is carried out using a special ZealiD
authentication application, installed on the applicant's mobile phone or tablet.

The whole process is implemented in the form of a step menu. A description of each step is
given below.

1.1 Online Certificate Issuance — Limiting Conditions

The service of issuing a personal electronic certificate with on-line verification of the applicant's
identity is an additional service to the standard process of issuing personal certificates in the
presence of the applicant at the office of the client registration authority and can only be
provided under the restrictive conditions specified below. In the event that it is not possible for
the applicant to meet the conditions specified below or to accept them, it is not possible to
provide the on-line issue service to the applicant. This does not limit the applicant's ability to
submit an application for an electronic certificate in the standard way — i.e. in the form of an in-
person form at the office of the client's RA I.CA.

1. Technical conditions

e The user must have a functional smartphone with Android and/or iOS (iPhone)
operating system and active internet access, on which he/she installs the ZealiD
utility application (see below)

e The user must have a personal computer with Windows-10 (or higher version) or
MacOS (the last 3 official versions of macOS), a monitor with minimal HD resolution
and a working Internet connection.

2. Procedural conditions

e Within the meaning of Articles 6, 7 and 9 of the General Data Protection Regulation
(GDPR), in addition to the personal data provided, when issuing an electronic
certificate in the presence form (legal requirements), the applicant must also
expressly consent to the provision and processing of data of a special nature
(biometric data) — namely a photo of the face and the submitted identity document,
and their storage on page |.CA for the same period, for which the data required for
the issuance of an electronic certificate in the presence form are stored — i.e. data
provided by the applicant for the certificate on the basis of legal conditions based
on Regulation (EC) No. 910/2014 of the European Parliament and of the Council
(eIDAS Regulation) and Act No. 297/2016 on trust services for electronic
transactions. The text of the conditions under which the service can be provided
can be viewed under the link:
https://www.ica.cz/userfiles/files/dokumenty/Podminky%20pro%20zadost%200%2
Ovydani%20certifikatu%20distancnim%20zpusobem.pdf .

e As part of the data processing, the applicant must confirm his/her will to sign a
contract for the issuance and use of a qualified certificate with 1.CA (see link:
https://www.ica.cz/userfiles/files/dokumenty/online_smlouva_vzor.pdf for a sample
contract) and to sign this contract electronically before the end of the entire process.
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1.2 Online certificate issuance procedure
The actual process of verifying the applicant's identity and issuing the electronic certificate
takes place in several successive steps:

1.

Initial registration
o Forinitial registration, the user is asked to enter basic identification data, which
will then be checked as part of the online verification process.

Installing the ZealiD app on a mobile device

e The ZealiD application, which is available for Apple and .
Android platforms in the respective markets, is used for ‘ |D
online verification of the identity of the applicant for the
certificate.

Online verification process in the ZealiD app on mobile devices
Within the ZealiD application, the following operations are performed:

e Biometric facial analysis. For the necessary functionality of the application, it is
necessary to allow the ZealiD application to access the camera and camera during
installation.

e Verification of your personal documents, where a scan of the submitted personal
documents (ID card or passport) is performed, processing of the obtained data and
biometric comparison of the photo with your face.

Generate a certificate request

e The operation takes place through the 1.CA web interface, where the user is shown
the application items obtained from the online verification for review and approval
by the applicant.

Payment for the service
e The User chooses the form of payment for the service (by credit card or by means
of a proforma invoice).

Signing a contract on the issuance and use of an electronic certificate
e The user has the option to view the electronic contract and then sign it.
- A sample contract is available for inspection under the link:
https://www.ica.cz/userfiles/files/dokumenty/online_smlouva_vzor.pdf .

Obtaining an electronic certificate.

o After signing the contract, the user will receive the issued certificate to the email
address specified in the certificate issuance process. At the same time, the user
receives a link to download the electronic agreement on the issuance and use of
the certificate.
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2 Initial registration of the applicant for the certificate —

entering data
For initial registration, the user is asked to enter basic identification data, which will then be
checked as part of the online verification process. Therefore, it is important to properly check
the registration before saving it — see Fig. 1.

Fig. 1

o
AUTHOHITY [ &5 EN -

Applicant pre-registration

Pre-registration of the applicant for the on-line issuance of the cerfificate

Note:

Before issuing the cerfificate online. you need 1o register first. Fill in the information below according 1o the relevant personal documen.
After successful registration. you will receive a confirmation by email and instructions fo complete the process.

The process of issuing the certificate can be started 24 hours after your registration

Personal information

First name (raquired) Surname (required)
Area code Phone number (required E-mail address (required)
| +a20 *) | | |

Personal document

Personal dacument type (required) Document's expiry date (required; Document's country of issuance [required,
Identity card v ‘ ‘ ‘ ‘ Czech Republic v
Document’s issuer Document number (required)
Captcha (required
| S HYS > b 000/008 = ) }

Save regisiration

If the certificate is not issued, the User's personal data will be deleted after 10 days from the
date of pre-registration.
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The user will receive information about saving the registration by e-mail. — see Fig. 2.

Fig. 2

Dear Client

thank you for completing the pre-registration for the online issuance of the |.CA certificate.

You will be notified about the possibility of starting the identity verification process and issuing the
certificate online via a notification message, which you will receive within 24 hours after successful

pre-registration.

Your pre-registration will be active from: Sep 13th 2024 12:02pm to Sep 16th 2024 12:02pm

Information provided by you to be verified:

First name Jan

surname novak

Phone number +420123456789
E-mail address testi@ica.cz

Personal document type Identity card
Document number 1561464894165
Document's expiry date Feb 12 2033

Document's country of issuance Czech Republic

Thank you for using our services.

[!
AUTHORITY

Yours sincerely

Prvni certifikacni autorita, a.s.

The online process can be started 24 hours after the successful saving of the registration for
the next 3 days.
Fig. 3

Dear customer

your initial registration is already active. You can now start the identity verification and certificate
issuance process.

Start identity verification
and certificate issuance

Yours sincerely I]
Prvni certifika¢ni autorita, a.s. AUTHORITY
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3 Initiation process — start screen

The process for on-line processing of the application and the issuance of the electronic
certificate can be launched from the website www.ica.cz in the Qualified Certificate for
Electronic Signature section, or directly under the https://www.ica.cz/on-line-ziskani-certifikatu
link, after clicking on which the introductory screen containing basic information and related
links will be displayed. The applicant must agree with the procedure and conditions for the
online issuance of the electronic certificate (remotely), Otherwise, it is not possible to issue
the certificate remotely or to provide the service — see Figure 4.

Fig. 4

B
AUTHORITY

2 EN ~

Verification of the applicant for the on-line issuance of the
certificate

Issuance of a certificate without personal presence at the RA |.CA workplace takes place in several successive steps and includes:

01

Installation of the ZealiD application
Installation of the ZealiD application on a mabile device.

Allow camera and camera access during installation

£  Download on the

A B GooglePlay | @ App Store

02

Biometric analysis of the face using the ZealiD application
Touch ID / Face ID must be activated.

03

Verification of your identification documents
A scan of the show identification documents (ID card or passpori), processing of the obtained data and biometric
comparison of the photo with your face is performed.

04
Generation a request

Generating a request for an electronic certificate.
Takes place via the web interface.

05
Signing an Agreement
Signing an Agreement on the issuance and use of the electronic certificate.
A sample of the Agreement is available for view HERE.

* If you agree to this process under the conditions below. click the "l agree" button

Notice:

The issuance of an electronic cerfificate on-line is only possible if you agree with the procedure described in the previous points and
under the following condifions:

a. As part of the process of verifying the applicant’s identity, a scan of the face and submitted identification documents is performed.
with the data obtained in this way being processed in the LCA system and stored there in accordance with the relevant ceriification
policies and eanditions for issuing_certificates in a remote manner.

b. Before the end of the process of issuing an electronic certificate, you will be asked to sign the Agreement on the issuance and
usage of an electronic certificate (see above). which will need 1o be signed by you.

c.In the event that the online verification does not take place in the required quality or before the complefion of the certificate
issuance process you do nof sign the Agreement on the issuance and use of the electronic cerfificate, the cerfificate issuance
service will nof be provided, or the generated certificate will be i revoked by the L.CA.
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4 Download the application for a supported platform

Enter “ZealiD” into the browser, the searched application — see fig. 5.:

1260 ¥ 1404 & FELES .
2 zealid Q Znit <« Q
ZealiD
l ZoallD ziskaT e
Obcos ZealiD
. 3]
- ot Tis.e 3]
s Stazeni PEGI3 O
= = |5
TS ST
L ———
O této aplikaci >
ZealiD je vage digitaini identita.
Byzny
<
@ £ = & Q MO SR
<

ZealiD app for iOS ZealiD app for Android

5 ZealiD application — User Verification

Launch the ZealiD application by the icon from the dektop of your mobile device
By default, the ZealiD app is in English. L
If necessary, change the required language version — see Fig. 6.

Fig. 6

[V L —
* Apw Shwre

p Sdect ap larguage
O
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5.1 User notification and registration
For registration and verification of the user/device, enable natification — see Fig. 7.

Fig. 7

= - - " - -

1. Get ready @0 Q0
aaQ O

Don’t miss out

°

Welcome

Get ready
Enable push notifications to .
know when your application has

been reviewed.

User registration consist from few steps, in following steps the application will require:

. Registration of your device
. Upload selfie video by ZealiD application and by mobile device
. Scanning your identity document

This validation process will reliably ensure the user identity verification and then the applicant
for the 1.CA certificate, for this reason it is necessary to go through all the steps above and
provide the required information.

Before starting the verification process, you can get the information about the process see -
fig.8. Then follow the guide.

Fig. 8

1 GetreadY o @0 (0]

4. ID check
D chec e rough a one-time
5 L vetting regi o create your
verification ~ Register your device
 Take a selfie video
<~ Capture your identity document t
 Confirm and sign
For
Why all these steps? you
o
Get ready
We recommend to register in a private
and secure setting. Registration process
includes fitming your ID document. " y -
Therefore, it is important to keep your ™ and corxdtions for 8 wretion o
personal data safe and away from
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5.2 Device registration
nsert required contact information, to which a one-time OTP code will be sent to verify/register

your device to the system. See Fig. 9:

Fig. 9

Cancel

Let's start!

During this step, you will register this device for your
electronic signatures. Start by filling out your mobile
number and e-mail address.

Why do

DRI

(0]

need 1o do this?

(

)

=

copy OTP codes that have been sent to the contact phone and e-mail. It registers the signature
authorization device and, if the mobile device has "Face ID" technology, it can use this
functionality to confirm transactions — see Figure 10.

Fig. 10

g4

® o

Register your device

SMS code
Fill in the code we sent to
+»33 11* *** 333

E)E)-(E)E)

E-mail code
Fill in the code we sent to
wve ‘mandibgmall.com

(00O0-000)

Resend codes

Cancel ®) @
Register your device

LA L]

Do you want to register this
device for authorizing remote
signatures?
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5.3 Uploading of selfie video — user verification by selfie video

To take a selfie video, the app requires permission to access the camera. The user sets the
face according to the oval frame into the camera (first from a distance and then up close). It
waits for the selfie video to be processed — see Fig. 11.

Fig. 11

" Get Ready For
Your Video Selfie

Enable Camera

Aplikace ,ZealiD* 24dé
fotoaparatu

© pfistup k

ENABLE CAMERA ENABLE CAMERA

5.4 Picture of the identity document
Choose one of the accepted forms of identity document from the list. Put your identity
document on the flat surface and ensure suitable light conditions.

Then arrange the front of the identity document to the frame, application will require scanning
the document (green and purple dot). The back side of the document will be scanned in the

same way — see fig.12.

Fig. 12

UkaZte stranku s fotografii ID
COIKA REPUSLIKA - G0N« 0370 (1 oo

I < < < << <CCC e

€<CCccees

€CCeCCCcceeccc<<
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5.4.1 Identity document picture - verification of a personal document
authenticit

Now the user rotates the front of their ID by moving it according to the purple dot pattern. They
turn the back of their identity document in the same way — see Fig. 13.

Fig. 13
r R Cancel , @
Cancel ’ @
Great! Now flip your ID
How to film Flip your document to film its back side. Videnhasheeh racorded
Preview the video file to make sure both
Film the front of your ID by moving your Move your phone to follow the pattern

sides of your document were filmed and

phone to follow the pattern with the with the cross-shape pointer: details are visible.

cross-shape pointer:

=]

Replay video

The pattern’s order is important.
Document’s details should be visible.

00:25

Submit the Video
[ Go back to instructions j [ Retake J

5.4.2 Identity document picture — control of the identity document picture
The user checks the images of the front and back of the ID document and then agrees to the
general terms and conditions — see Fig. 14.Fig. 14

| confirm that my details are correct

I agree to Terms and Conditions for using the ZealiD
digital signature

— | T
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5.4.3

Identity document picture — user registration completion

Check the information obtained from the identity document picture and then agree on the
general conditions. Wait for your ID to be processed — see fig.15:

Fig. 15

Your new digital signature is
ready!

q%

~—

Activate it by signing the agreement for
using the ZcaliD digital signature

v

O

PNOLT- PNOLT

1 sign the agreement with the terms of use
for the ZealiD digital signature

v

Signing complete!

Y

\l/

Success

Your digital signature is ready to use

@ You can sign documents at by clicking
“Upload & Sign" below

( Upload & Sign )

| Sign with fingerprint

Scan QR code

When verifying the applicant's identity in the mobile application, a technology certificate is
issued to ensure secure communication within the verification process. This certificate
secures the transfer of information between the user and the application.
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6 Online certificate issuance — generating a certificate
reguest

6.1 Issuance of a certificate online — QR code loading

The last step in the ZealiD application is to read the generated QR code, which is displayed
on the web interface |.CA after selecting the option "l agree, | want to continue" on the
home screen — see Fig. 16.

The Fig.16

CHEEEY
L. uronm] LAY
Verification of the applicant for the on-line issuance of the = B
certificate L. omiomy —
Verification of the applicant for the on-line issuance of the
. certificate
Installation of the ZealiD application
Ao ofthe- 26oED applcaon or mmokic dovc
e eamara and camers sececs curing inslalation o1
,,,,,,,,,,,,,,,,,, Launch the app
4 b Google Play ‘ AppStore fy v tity. Y find 1 -
02 02

Biometric analysis of the face using the ZealiD application Scan QR code
P T — ai be offered

03
Scan QR code
" it

Follow the instruction in your mobile device to read the displayed QR code from the
computer screen. After successful reading of QR code, the verification data from ZealiD will
be redirected to the process of creating a certificate request — see fig.17:

Fig. 17

[ L. J5r0mr] T Ll
\' / Verification of the applicant for the on-line issuance of the

certificate

Success

Your digital signature is ready to use

You can sign documents at by clicking
“Uplosd & Sign’” below

( Upload & Sign J
Scan QR code
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6.2 Online certificate issuance —online I.CA generator
6.2.1 Online certificate issuance — creating a request

Data entry — Name, surname and country is already pre-filled in the request based on the
identification data from ZealiD application and it is not possible to change this data. The user

Fills in the following information:
» E-mail specified in the certificate (allows signing in e-mail)
= E-mail for communication with I.CA (documentation will be sent to this address after

the certificate is issued)
= Phone number (the password for the encrypted documentation will be sent to this

number)
=  Password for certificate revocation

Fig. 18

I] - B EN -
AUTHORITY, -

Create a certificate request

Information about the applicant

Certificate setting

(cy type (mandato
RSA 2048 V‘ ‘

Cerfificate sent in the ZIP format co

Allow exporting the key @

Advanced options
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After the data control, agree with the conditions for service providing — see fig. 19:

Fig. 19

[!
AUTHORITY

Create a certificate request

i M i o :
Verification - Check the data
A PERSONAL DATA
Personal data
CERTIFICATE Full name First name
PROPERTIES
& OTHER SETTINGS Surname E-mail in the cerfificate
Country P

cz

Agree with the issuance of a cerfificate

nent of ftems in

with the co ervice provision.

nik

y: IDCCZ-206116268

24 10:02:15

| agree with the issuance of a certificate

[ ] 82 EN ~

Completion

ulation of the application

On the Windows toolbar, enable the generation of the new RSA signing key — see fig. 20

Fig. 20

[!
AUTHORITY

Create a certificate request

giss Saeahiead] .

Verification - Now. for the certificate request. the following is ¢

4. Saving your request

™) The private key for the certificate

") The request for the certificate

An epplication is creating a Protected item.

CoyptoAPI Private Key

Security level set to Medium Set Security Level...

] o

Customer and Technical Support

Details...

Company Headquarters

Mon to Fri from 8:00 am to 5:00 pm

Prvni certifikacnf autorita, a.s.

5. Completion

2] S EN v

Contact Information
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6.2.2 Issuance of a certificate online — payment
To pay for the service, select one of the possible payment methods:

= Bank transfer — you will receive a proforma invoice to the contact e-mail address
= By payment card — you will be redirected to the merchant's payment gateway —
pictures 21 and 22:

Fig. 21
[ I.fiice] 8 2=
Create a certificate request
Saving your request
F t icate e il 1o be processed” by t
The price of issuing certificate is 500.00 ‘ KE ~ |
By bank transfer @
Py
o
25-}‘9}95.
‘ Padyinmy mign “mil
[rs = |
Con e -
Fig. 22

CERTIFICATION| ™
AUTHDR\T\r’ EB EN v

Create a certificate request

A 7 | m S| 7 | m

Saving your request

(¥) Your request for the certificate has been successfully accepted and will be processed after payment

west with I 51065

The user can then uninstall the application from their mobile device, it will no longer be needed
for the further process of issuing the certificate.
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6.3 Issuance of a certificate online — signing of the certificate issuance

agreement

After paying for the service, they will receive a request to their contact e-mail address to sign

a contract on the issuance and use of the certificate — see Fig. 23.

Fig. 23
Dear customer

we are sending you a link to sign the contract for issuance and use of the certificate. To receive your

new certificate, it is necessary to sign the contract within three days. Proceed by clicking the yellow

button and following the guide’s instructions

Signing a contract for
issuing and using the
certificate

Yours sincerely [!‘
AUTHORITY |

Prvni certifikaéni autorita, a.s.

Read the agreement on the issuance and use of the certificate carefully — preview is displayed
by clicking the "Show preview of the agreement" button, and signing is done by clicking the
"Sign contract" button. The contract must be signed within three days of receiving the email

to sign the contract.

6.4 Issuance of a certificate online — certificate installation

After signing the electronic contract, the user will be sent a link to install the issued certificate
and a zipped file with documentation, which will be included in the attachment of the e-mail —

see Fig. 24.
Fig. 24

Dear client
n accordancs with the agreement you have signed with Prni certifikacnd autarita, as.,

qualified certifiem M 10102857 (3A2TAT haod),
zsued for th t

No. 5108510000440
Quwalified certificate
installation

W wre alse sanding you T COMTACTIS, decurntation fer the lssued cordfeate rumibar 10103857,
Tha CORDOETUEL doume nTTan I5 (FOTesTod By & DASownnd. W have 5ol Chi: (acewnrd 10 your mablie

phara.

To register your certificate inta Windows / MAC operation system clickan the yullow button.

Thare you can find following services:
» ImpaeT ot your orficats Ints tha STARDDS srar cord
« Impaet o the eertifzsss oo tha Coech ¢4 card,
» Feglsmrarien st he | CAY rest serifieanes
» saing g ME Ounlask far the e with yoor ravw esrifizans

v Eroating & hackug of yor certifcace Including & private oy 1Mo the FFX e fenly T sertificetcawith o

prhacs kiyanzred In the PO}

T L YUr 2omfeate with Sehar apelzations places Lss the SSRGS SF B parlouler applleatisn.

I Cl YU WAL 12 INGLall yoior esrificans withoul USIng Chek yiellow EUDSN Godvit, yod Gan 5 The dTached
cariicane. If you SlANT Fecalve The STIRChMens (0. They wene saripped by @ mall seren end the eerificens

was l2ased a5 & puslic comMaane, It 18 posslbie o ik Traem thi Bt of

™ i e INSIRNT revozacion of wour cartificsss 15 needed jo.o prvae ke compeamiss) dlldcBane.
LCA perifeaian pallcy can b foud here

Thani yeu for uslng our ssrdcoes.

[E— [! CERTIFIGATION
Frenl ceriflialnl aimonita, 2.5. AUTHORITY

If the certificate is on a smart card, the user uses the "Install certificate on smart card" button

— the smart card must be connected to the PC during the installation.
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If the certificate is for the MS Windows repository, the user copies the check string and uses
the "Install certificate to PC" button — see Figure 25.

Fig. 25

Instructions for Installing Qualified Certificate
No.10102697

Installation of a certificate on a card ‘ Install the certificate on a computer

If the key to your certificate is stored on a STARCOS smart If you have a private certificate key stored on your computer,
card or in electronic identity card (elD Czech), click on the click the "Install on a computer” button.
"Install cnto the Card" button.
You are requesting the certificate number 10102697 from
The missing cerfificate will be automatically found, stored © I.CA's server.
® onto the card, and also registered in Windows / macOS.

Control string (required)

| :‘MKK\'S >

Install onto the Card Install on a computer

6.5 Online certificate issuance — access to electronic documentation

In the sent e-mail for the installation of the certificate, see chapter 6.4, there is a zipped file
with an electronically signed agreement on the issuance and use of the certificate. This file is
encrypted and can be opened by entering the password that we sent you via SMS after
signing the contract.
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