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1 Introduction

This document determines terms and issuance procedure of personal electronic certificate
(without personal presence at the RA I.CA workplace) with online verification of the applicant's
identity, based on verification of the natural person (applicant) identity against the bank and
biometric identity verification. This verification is running with usage of the special ZealiD
verification application, installed on the applicant's mobile phone or tablet.

Whole process is realized by the form of a step menu. The description of single steps is given
below.

1.1 Issuance of certificate online —restrictive conditions

The personal electronic certificate issuance service with online applicant's identity verification
is an additional service to the standard process of the personal certificate issuance in presence
of the applicant at the working place of public registration authority and can only be provided
under the restrictive conditions written below. If it is not possible to accept or fulfil conditions
below by the applicant's certificate, it is not possible to provide online certificate issuance
service to the applicant. This does not limit the applicant to request electronic certificate
issuance in standard way — i.e. a full - time form at the public I.CA RA workplace.

1. Technical conditions

e The user must have functional smartphone with Android or iOS (iPhone) operating
system and active internet access, on which he will install the ZealiD utility
application (see the procedure below).

e The user must have personal computer with Windows 10 (or higher version)
operating system, display with minimum HD resolution and functional internet
access.

2. Procedural conditions

¢ In terms of articles 6, 7 and 9 of the General data protection regulation (GDPR)
must applicant, beyond the personal data, provided while issuing the electronic
certificate by the presence form (legal requirements), explicitly agreed also with
providing and processing the special nature data (biometric data) — concretely
photographs of the face and the presented identity document, and their storage on
I.CA side for the same period as the data required for the issuance of an electronic
certificate by presence form - i.e. data provided by the certificate applicant on the
bases of the legal conditions in accordance with European Parliament and Council
Regulation (EU) no. 910/2014 (eIDAS regulation) and Act no. 297/2016 about the
services creating confidence for electronic transactions. Text for conditions, for
which the service can be provided, can be viewed under the
link:https://www.ica.cz/userfiles/files/dokumenty/Podminky%20pro%20zadost%200
%2 0Ovydani%20certifikatu%20distancnim%20zpusobem_AJ.pdf

¢ Within the frame of data processing, the applicant must confirm his will to sign
contracts about issuing and using qualified certificate (see the agreement sample
in the link:
https://www.ica.cz/userfiles/files/dokumenty/online_smlouva vzor EN.pdf with
I.CA and electronically sign this agreement before the process is completed.
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1.2

Issuance of a certificate online — process

Actual process of applicant's identity verification and issuing of the electronic certificate takes
place in several successive steps:

1.

Initial registration
o For the initial registration is user asked to enter basic identification data, which will
be than checked within the frame of on-line verification process.

Install the ZealiD application on a mobile device

e The ZealiD application, which is in relevant markets .
available for Apple and Android platforms, is used to verify |D
applicant's identity online.

Process of online verification in the ZealiD application on mobile device

Within the frame of ZealiD application, the following operations are performed:

o Biometric face analysis. For the required application functionality, it is necessary to
allow the ZealiD application to access the camera during installation.

e Verification of your identity documents, when a scan of the submitted identity
document (ID card or passport) is performed, processing of the obtained data and
biometric comparison of the photograph with your face.

Generating a certificate request

e Operation takes place through the I.CA web interface, where the user is shown the
request items obtained from online verification to be controlled and confirmed by
the applicant.

Service payment
e The user will choose the payment form for the service (by credit card or pro forma
invoice).

Signing a contract for issuance and use of an electronic certificate
e The user has the opportunity to view an electronic contract and then sign it.
- contract sample is available to view in the link:
https://www.ica.cz/userfiles/files/dokumenty/online smlouva vzor EN.pdf

Obtaining an electronic certificate

e After signing the contract, user will receive issued certificate to the e-mail address
mentioned in the frame of the certificate issuance. At the same time, user will
receive a link to download an electronic contract for the issuance and use of the
certificate.
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2 Initial registration of the certificate applicant — data entry

For the initial registration, the user is asked to enter basic identification data, which will be than
checked in the frame of on-line verification process. Therefore, it is important to properly check
before saving the registration — see fig. 1.

Fig. 1.

PRE-REGISTRATION OF THE APPLICANT FOR THE ON-LINE ISSUANCE OF THE CERTIFICATE

oA

Before issuing the certificate online, a pre-registration of the applicant is required. Please fill in the information below.
After completing the pre-registration, you will receive a registration confirmation and instructions for issuing the certificate online to the
e-mail address you provided.

The process of issuing the certificate can be started 24 hours after your registration.

First name Surname
Phone number + 420 v E-mail address
Personal document type Identity card v Document's expiry date
Document’s country of Czech Republic v Document's issuer (optional)
issuance
Document number
X< L w? Captcha Save registration

If no certificate is issued, the user's personal data will be deleted after 10 days from the date
of pre-registration.
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The user will receive information about saving the registration by e-mail — see fig. 2.
Fig. 2.

Dear Client

thank you for completing the pre-registration for the online issuance of the L.CA certificate.

Before the certificate is issued, your identity will be verified through the ZealiD application,
install it on your mobile device. More info here.

You will be notified about the possibility of starting the identity verification process and issuing the
certificate online via a notification message, which you will receive within 24 hours after successful

pre-registration.

Your pre-registration will be active from: Jun 1st 2023 2:23pm to Jun 4th 2023 2:23pm

Information provided by you to be verified:

First name

Surname

Phone number

E-mail address

Personal document type

Document number

Document’s expiry date

Document's country of issuance

Thank you for using our services,

[CERTIFICATION |
AUTHORITY|

Yours sincerely
Prvni certifikacni autorita, a.s.

The on-line process can be started 24 hours after successful registration saving for the next 3
days. see fig. 3.
Fig. 3.

Dear customer

your initial registration is already active. You can now start the identity verification and certificate
issuance process.

Start identity verification
and certificate issuance

Yours sincerely [!
Prvni certifika€ni autorita, a.s. AUTHORITY
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3 Initiation process — start screen

Starting the process for online processing of the request for an electronic certificate is possible
on https://www.ica.cz/english website in the part Qualified certificate for electronic signature or
right under the link https://www.ica.cz/qualified-certificate-for-esign, after its opening the start
screen containing basic information and related links will be displayed. Applicant must agree
with theprocedure and conditions for online issuance of the electronic certificate (remotely) or
it is notpossible to issue a certificate remotely, i.e. provide the service — see fig. 4.

Fig. 4.

CONNECTED WITH TRUST

VERIFICATION OF THE APPLICANT FOR THE ON-LINE ISSUANCE OF THE CERTIFICATE

For remote issuance of an electronic certificate {without personal presence at the Registration authority |.CA), online verification of your identity is required, using
identity verification with the bank and biometric identity verification. This verification is carried out using a special ZealiD verification application, instalied on the
applicant’s mobile phone or tablet.

The process of verification the identity of the applicant and issuing an electronic certificate takes piace in several successive steps and includes:

1. Installation of the ZealiD application on a mobile device

J CETITon
© Supported platforms are Apple and Android Google Play o App Store

2. Verification of your identity towards the bank (takes place within the ZesliD application)

© Verification through these banks is currently supported https://www.zealid.com/en/coverage

3. Biometric analysis of the face (tskes place within the zpplication ZealiD)

© far the required functionality of the application, it is necessary to allow the ZealiD application to access the camera during installation

4. Verification of your identification documents (takes place within the ZesliD application)

© ascan of the show identification documents {ID card or passport), processing of the obtained data and biometric comparison of the photo with
your face is performed

5. Generation a request for a certificate (takes place vis the web interface)

6. Signing an Agreement on the issuance and usage of an electronic certificate

© 3 sample of the Agreement is available for view HERE

If you agree to this process under the conditions below, click the "l agree, | want to continue” button. If not, click the "l disagree, | don't want to continue” button.

Please note that the issuance of an electronic certificate on-line is only passible if you agree with the procedure described in the previous points and under the
following conditions:

a. as part of the process of verifying the applicant’s identity, a scan of the face and submitted identification documents is performed, with the data obtained in
this way being processed in the I.CA system and stored there in accordance with the relevant certification policies and conditions for issuing certificates
in a remote manner,

b. before the end of the process of issuing an electronic certificate, you will be asked to sign the Agreement on the issuance and usage of an electronic
certificate (see above), which will need to be signed by you,

c. if the online verification does not take place in the required quality or you do not sign an Agreement on the issuance and usage of the certificate before the
end of the certificate issuance process, the certificate issuance will not be provided, resp. the generated certificate will be immediately revoked by I.CA.
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4 Download the application for a supported platform

Enter “ZealiD” into the browser, the searched application — see fig. 5.:

Fig. 5.

12:50

Q zealid

< Ll

-

@ Zruit

ZisKaT

ZealiD application for iOS

5 ZealiD application — user verification

Launch the ZealiD application by the icon from the desktop of your mobile device.

By default, the ZealiD is in English.

12280 8% 0 5.079%8

& zealid aQ ¢
2eai0

i

ZealiD application for Android

If necessary, change the required language version — see fig. 6:

Fig. 6.

14:459 s

@o

< App Store

Don't miss out

0
PR o
& 5

If you want to get notified about your
application status, please enable
notifications

Maybe later

Enable notifications

w57 -
«hop store
:> @ Select app language Cancel
EMvag
Dansk
Varaste
Don't miss out
Deutsch
Ecst keel
e
; English
~~ ~ 23
~ -
Frangais
Hrvatski
If you want to get notified about your s
application status, please enable
notifications
| atviedu
Lietuviy
Magyar
Maybe later
Nederlands

Enable notifications

n a

A
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5.1 User notification and registration
For registration and verification of the user/device, enable notification — see fig. 7:

Fig. 7

14:459
< App Store

@o

Don't miss out

AL
PR e
& 5

If you want to get notified about your
application status, please enable
notifications

Maybe later

Enable notifications

=

=

Welcome to ZealiD

Legally sign any document or contract
simply by using Touch ID or Face ID on
your phone

Sign me upl

=

Go through our secure and certified
registration pracess to create your own

digital signature

wky
* *
* *
» ®

*yk

ZealiD digital signature is legally valid in
all European Union countries and the
United Kingdom

User registration consist from few steps, in following steps the application will require:

Registration of your device
Upload selfie video by ZealiD application and by mobile device
Scanning your identity document

This validation process will reliably ensure the user identity verification and then the applicantfor
the I.CA certificate, for this reason it is necessary to go through all the steps above and provide
the required information.

Before starting the verification process, you can get the information about the process see - fig.8.
Then follow the guide.

Fig. 8.

Smart move!

We will guide you through a one-time registration
process to create your digital signature:

v/ Sign into your bank
v Take a selfie video
+ Film your ID
 Register your device

Why all these steps?

By clicking on "Let's start!” you agree
for the registration

r Ter
Let's start!

=

Smart move!

We will guide you through a one-time registration
process to create your digital signature:

+ Sign into your bank
v Take a selfie video
+ Film your ID

« Register your device

Why all these steps?

By clicking on "Let's sta
ford

o our s
Let's start!

For security reasons, we recommend completing the
registration in a non-public sctting, for example in
the privacy of your home.
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5.2 Device registration
Insert required contact information, to which a one-time OTP code will be sent to verify/register
your device to the system. See Fig. 9:

Flg 9. Cancel D ®

Let's start!

During this step, you will register this device for your
electronic signatures. Start by filling out your mobile
number and e-mail address.

Why do | need to do this?

=IE )
= )

Copy the OTP codes which were sent to your contact phone number or e-mail. Register your
device for remote signature authorization and if your mobile device has “Face ID”, you can use it
to confirm transaction — see fig. 10.

Fig. 10.

Cancel ® e Cancel O ®

Register your device Register your device

SMS code

Fill in the code we sent to CHLL2
+33 11° *** 333
Do you want to register this Do you want to allow “ZealiD"

Bl in the code we sent to
svetetsess mendbgmall.com signatures?

OOO-000

Resend codes

to use Face ID?
Fac:

device for authorizing remote

|:> E-mail code
=

—>
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5.3 Uploading of selfie video — user verification by selfie video

To take a selfie video, application requires permission for access to the camera. Adjust the
face to the oval frame of the camera (first from distance and then up close). Wait for the
selfie video to be processed — see fig. 11.

Fig. 11.

" Get Ready For
Your Video Selfie

Enable Camera

Aplikace ,ZealiD* 2dda

o piistup k fotoaparatu
Camera will be used to take photos of

your identification documents

Please click the button below to
enable your selfie camera

ENABLE CAMERA ENABLE CAMERA

AZeatiD

5.4 Picture of the identity document
Choose one of the accepted forms of identity document from the list. Put your identity
document on the flat surface and ensure suitable light conditions.

Then arrange the front of the identity document to the frame, application will require scanning
the document (green and purple dot). The back side of the document will be scanned in the
same way — see fig.12.

Fig. 12

Show photo page of your ID

CESKA BEPUBLIKA - B3 €3as cuion on
OBCANIKY PROKAZ . -
o wre
I < < < < << <L
EE———————em =3

<CLLCLLCLCCCecec<

Tap screen to focus

Ecah D Eealx D
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54.1

authenticity

Now scan the front of your ID by following the example with the purple dot. Scan the back of
you ID in the same way see fig. 13.

Fig.13

54.2

9:38

Cancel

9:40

Cancel

a6 @

Great! Now film your ID by moving
your phone to follow the pattern with

the purple dot

Film the back of your ID by moving
your phone to follow the pattern with

the purple dot,

-

Identity document picture — verification of a personal document

Identity document picture — control of the identity document picture

Control the picture in the front of identity document, in case of illegibility make another picture.
Then check the picture in the back of your identity document and in case of illegibility also
make new picture — see fig. 14.

Flg 14. Cancel ) ®
Is this photo good?
Please make sure the photo isn't blurry
and the text is readable
o

| confirm that my details are correct
| agree to Terms and Conditions for using the ZealiD

No, take a new photo digital signature

= =
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5.4.3

Identity document picture — user registration completion

Check the information obtained from the identity document picture and then agree on the
general conditions. Wait for your ID to be processed — see fig.15:

Fig. 15.

Cancel [ N©)
Your new digital signature is
ready!

(o8
-

e

Activate it by signing the agreement for
using the ZcaliD digital signaturc

{

®

PNOLT-

| sign the agreement with the terms of use
for the ZealiD digital signature.

{

PNOLT:

Signing complete!

{d

Sign agreement

Sign with fingerprint

\l/

Success

Your digital signature is ready to use.

You can sign documents at
“Upload &Sign” below

[ Upload & Sign ]

by clicking

Scan QR code

—>

When the applicant's identity is verified in the mobile application, a technology certificate
is issued to ensure secure communication during the verification process. This certificate
secures the transfer of information between the user and the application.
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6 Issuance of a certificate online — generating a certificate
request

6.1 Issuance of a certificate online — QR code loading

The last step in the ZealiD application is to load the generated QR code, which will be
displayed in the I.CA web interface after selecting the “I agree, | want to continue” option
onthe start screen — see fig. 16:

Fig. 16.

@ T ——

ks CONNECTED WITH TRUST

* 'VERIFICATION OF THE APPLICANT FOR THE ON-LINE ISSUANCE OF THE CERTIFICATE
oA

fer of the obtained personal data 1o the | CA for the purposes of issuing the

Follow the instruction in your mobile device to read the displayed QR code from the computer
screen. After successful reading of QR code, the verification data from ZealiD will be redirected
to the process of creating a certificate request — see fig.17:

Fig. 17.

\ly :

In progress test your computer

Success

Your digital signature is ready to use.

—
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6.2 Issuance of a certificate online — online I.CA generator

6.2.1 Issuance of a certificate online- creating a request

Data entry — Name, surname and country is already pre-filled in the request based on the
identification data from ZealiD application and it is not possible to change this data.

Fill in the following information:

= E-mail mentioned in the certificate

= E-mail for communication with I.CA (documentation for certificate issuance will be
sent on this e-mail address)

= Certificate revocation password

Fig. 18.
CERTIFICATION
JLISETECaIOY  ~ONNECTED WITH TRUST
@ CREATE A QUALIFIED CERTIFICATE REQUEST
T P p—
Information about the applicant
|Zn§ua| | | Kanpala | Lithuania v °
| test@ica.cz | ° | test@ica.cz | a
Key type [ Rsa2048 |
Revocation password | 1M | e
Key Repository Type (CSP) | Operating System Windows V|
Certificate sent in the ZIP format Allow exporting the key °
Allow the strong key protection °
Advanced Certificate Options >>
Copyright 1.CA All Rights Reserved | Prvni certifikaéni autorita, a.s. | Contacts | 9.13.06
version 1.3 © Prvni certifikacni autorita, a.s.
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After the data control, agree with the conditions for service providing — see fig. 19:

Fig. 19.

A e S S

Information about the applicant

Full name | Zosua Kanpala

Name | Zosug

Surname | Kanpala

E-mail in the certificate | test@ica.cz

Counwry | Lithuania

Certificate setting

Type of the cersficate | Qualified certificate

Type of applicant | Current user (individual - non-entreprencurial)

Revocation passwerd | 1111

E-mail for contace with |.CA | test@ica.cz

Certficate sertin the ZIF format | Yes

Period of validity | 30 days

Algoritmus podpisu certifikétu | pkes#1 v

Key Reposicary Type (CSP) | Operating System Windows

Key type / Algorithm thumbnails / Key length | RSA f sha256Algorithm / 2048

Allow exporting the key | Yes

Allow the strong key protection | Yes

Usage sertingkey | Non Repudiation / Digital Signature

Excended usage setingkey | id-kp-emailProtection

Encodingype | UTFB.STRING

Agree with the issuance of a certificate

I agree to the issuance of a certificate with the fulfillment of items in the recapitulation of the application and the subsequent signing of the cantract
in accordance with the conditions of service provision

Name: Zosug
Surname: Kinpala

Proof of identity: PNOLT-38010101111

Day 25.04.2022 10:18:10

| agree with the issuance of a certificate

— |-

On the Windows toolbar, enable the generation of the new RSA signing key — see fig. 20:

Fig. 20.

Please walt, ke

request
Craating & rww RSA Bgratiee bey *

e Ll L

CramaAP! Prewe Koy

Secunty beval wet 80 Madm 5ot Secnety Lovel

—=> (]
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6.2.2 Issuance of a certificate online — payment

Choose one of the possible ways of the payment to pay for the service:

= Bank transfer — you will receive proforma invoice on the contact e-mail address
= Card payment — you will be redirected to the merchant's payment gateway — fig. 21
and 22:

Fig. 21.

)L eas:  CONNECTED WITH TRUST

@ CREATE A QUALIFIED CERTIFICATE REQUEST

(R T R S 5

Created request for certificate

Request for certificate has been successfully generated. By clicking on "Send the request to be processed” button your request for a certificate will be sent for
processing.

The price of issuing certificate is 500.00 CZK

Select currency
@Ke

o€

Billing address

[ street | [ Strest number / building ide |
[city /town | [zio code |
‘ Lithuania v|

L |
—

Copyright .CA Al Rights Reserved | Prvni certifikatni autorita, a.s. | Contacts | 9.13.06

Fig. 22.

Liiricay CONNECTED WITH TRUST

@ CREATE A QUALIFIED CERTIFICATE REQUEST

Your request for the certificate has been successfully accepted and will be processed after payment.

Request ID for the qualified Certificate : 5106510000071
You can track the status of your application with 1D 5106510000071.
Time of receipt : 26.04.2022 12:06:56

We Advised to that you make a backup of the private key.
ivate-key-b:
Y

Follow the instructions here: http: ica.cz/Pri K

P
Please be aware that administration your private key is always fully responsible applicant for a certificate. Possible loss of private key can not be considered a fault
the services provided by |.CA and there is no reason to issue a new certificate free of charge

Copyright |.CA All Rights Reserved | Prvni certifikaéni autorita, a.s. | Contacts | 9.13.06

You can then uninstall the app from your mobile device, it will no longer be needed for further
certificate issuance.
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6.3 Issuance of a certificate online — signing of the certificate issuance
agreement

After paying for the service, you will receive a request to sign the agreement about issuance
and use of the certificate, on your contact e-mail address — see fig. 23.:
Fig. 23.

Dear customer

we are sending you a

Signing a contract for

:> issuing and using the
certificate

Yours sincerely [!
Prvni certifika€ni autorita, a.s. AUTHORITY

ink to sign a contract for issuing and using the certificate.

Read the agreement on the issuance and use of the certificate carefully — preview can be
displayed by “Display agreement preview” button and sign it using the “Sign agreement”
button.

6.4 Issuance of a certificate online — certificate installation

After signing the electronic agreement, the link for issued certificate installation will be sent on
your contact e-mail address — see fig. 24:
Fig. 24.

Dear client
in accordance with the agreement you have signed with Prvni certifikacni autorita, as.,
we are sending you
qualified certificate SN 12092829 (B8839D hex),

issued for the request
No. 9009010000083

I:> Qualified certificate
installation

Click the yellow button to install the certificate in the Windows / MAC operating system.
After mstalling the certificate on your PC, vou can download and save the electronic contract.

Download electronic
agreement

If you want to install the certificate without using the above URL address, 1t is possible to use the attached

certificate in different formats. If vour attachments were automatically removed (mail server settmgs) and the

certificate was 1ssued as public, the files for installing the certificate can be found in the list of public

certificates.

If a situation arises that requires the immediate revocation of your certificate (e.g. private key compromise), click
here.
The I.CA Certification Policy can be obtained here.

Thank you for using our services.
Yours sincezely
Prvni certifikacni autorita, as. AUTHORITY
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If it is a certificate on the smart card, use the “Install the certificate onto the card” button —
smaurt card must be inserted in the reader connected to the PC.

If it is a certificate in MS Windows storage, copy the control chain and use “Install the
certificate to PC” button — see fig. 25:

Fig. 25.

Instructions for Installing Qualified
Certificate No10096119

Installation of a certificate on a Starcos smart card

If the key to your certificate is stored on a STARCOS smart card or in electronic identity card (elD Czech), click on the "Install the Certificate onto the Card"
button.

The missing certificate will be automatically found, stored onto the card, and also registered in Windows / MAC.

[ | menmecerticac oo me cars

Install the certificate on a personal computer

If you have a private certificate key stored on your personal computer (Windows OS), click the "Install the Certificate to PC" button

You are requesting the certificate number 10096119 from L.CA's server.

Control string: w Wt z
Enter the security code from the PICIUTE ana CIICK O THe  TNStal the Lertnicate 10 FL. buton.

m— Y
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6.5 Issuance of a certificate online — access to the electronic
documentation repository

In the e-mail sent for the installation of the certificate, see chapter 6.2.4., it is possible to
download electronically signed agreement about issuance and use of the certificate — see fig.

26:

Fig. 26.

Dear client

in accordance with the agreement you have signed with Prvni certifikacni avtorita a.s.,

qualified certificate SN 12002829 (B3839D hex),

we are sending you

izsued for the request
No. 9009010000083

Qualified cerdificate
installation

Click the vellow button to install the certificate in the Windows / MAC operating system.
After installing the certificate on vour PC, vou can download and save the electronic confract

—

Download electronic

agreement

If vou want to install the certificate without using the above URL address, it is possible to use the attached
certificate in different formats. If vour attachments were automatically removed (mail server settimgs) and the
certificate was issued as public, the files for installing the certificate can be found in the list of public

certificates.

If a situation arizes that requires the mmediate revecation of your certificate (e.g. private key compromise), click

here.

The I.CA Certification Policy can be obtained here.

Thank vou for using our services.

Yours sincerely | CERTIFICATION|

Prvni certifikaéni autorita, a.s. AUTHORITY
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From the list, choose the certificate that just has been issued and confirm by the “OK” button.

Write the control chain here at the bottom of the screen and download the signed agreement
for issuing and using the certificate — see fig. 27:

Fig. 27.
CERTIFICATION . _.. . —~
I_ AUTHORITY UlozZisté dokumentd 7otug Kanpala =

VYHLEDAT

Detail dokumentu
1D Zadosti 5106510000070
Certifikaéni autorita Kvalifikovana
Typ certifikatu Q-PE-CZ
Prvotni/Nasledny Prvotni
ID platce 26984
SN vydaného certifikdtu 10096119
AKID vydaného certifikatu FE114B1F9C25D52D16DC930DF4B6A842159E5CAT
1D majitele certifikatu 10072606
Obecné jméno  7osua Kanpala
SN Zadatele 10096119
AKID Zadatele FE114B1F9C25D52D16DC930DF4B6AB42159E5CAT
1D Zadatele 10072606

Cas vloeni dokumentu 26.04.2022 11:09:15

Dokumenty

Typ dokumentu Cas posledni zmény 1" Format dokumentu

Smlouva o vydani a pouzivani certifikatu 26.04.2022 11:56:32 pdf - @
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