AUTHORITY

CREATING A SUBSEQUENT CERTIFICATE REQUEST

A request for a subsequent certificates must be created on the same PC, where the original certificates is
installed.

GERTIFIL‘,:.&TIOI%J Prvni certifikaéni

AUTHORITY| autorita s Issue of renewal certificate

Dear client, to ensure correct functionality of web application for issuing a renewal certificate, your computer will be inspected, whether it
meets the minimum software requirements to successfully complete the renewal process. In tests, you may be asked to update certain
software components, in this case, please accept the update components. To start the verification process, press Begin software analysis.

Begin software analysis |
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Choose Begin software analysis.

GERTIFIC:-"* ON| Prvni certifikacni

AUTHORITY| autorita as Issue of renewal certificate

[After the tests finnish, press Start the issue of the renewal certificate near the bottom of the website (bellow the test resuits). |

|AII tests were successful, the computer is ready for correct functionality of the web-based application.

State Test's description Test result Details

| Start the issue of the renewal certificate |
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After the tests finnish, choose Start the isme of the renewal certificate
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Prvni certifikaéni :
AUTHORITY| autorita As Issue of renewal certificate

Select the certificate for which you want to issue a renewal cerificate

Choose where is your certificate stored (registered)
(%) The personal cerfificate store in Windows

) Other storage (eg |.CA smart card)
Certificate
[David Jan&ik [2015-04-23[1DD111]{I.CA - Standard Certification Authority, 09/2009) v
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Doplnék Java(trm) Plug-In 55V Helper od vydavatele Oracle America, Inc, je
pfipraven k pouditi, =

Prvni certifikacni

THORI autorita 4 s Issue of renewal certificate

Heading Your information Description
Certificate

Commercial cerfific 1054065 (1DD111 heu)
Not: 23. 4 2015 120231
Izt .CA - Standard Cerification Authority, 0B/2000
Cou GZ
Commanni  David Jandik
Organizs  Prvni cerifikadni autorita. as.
Serial Mun  |1CA - TEEET1

Subject alternative name of commer
cerfific

E-mail {rficB22Ma  janciki@ica.cz
Settings for the renewal certificate

The password for invalidation must contsin only numbers

and letters without diacrtics. The password must contain
Revocation passw | | 4 to 32 characters. If you do not enter 8 new password,
the password for cartificate invalidation vakd for the
currenthy valid cadificate will be used.

Key Repository Type (C [Microsoft Enhanced RSA and AES Cryplographic Provider » |
This opfion allows you i export the cerfificats including

= the private key. You will be able to transfer the private
AR P key between repositories. The key management requines
speciz| attention because of the high nsk of theft/misuse.
Before each use of the private key, you will be warned
that your kay is to be used. You can choose between the
Allow the strong private key protec following wamings: Medium - you will always be notified
{only by 3 warning meszape]; Strong - your password
will be requested before ewery use.

Edit the e-mail address

Option allows you fo delete the e-mail address of the certificate. This change is imeversible and in some applications may cause functional limitations certificate {eg e-mail).

ancik@ic  [Dalete
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You will see items of your certificate. These items can not be changed. Fill the item Revocation password.

Doplnék Javaitm) Plug-In 55V Helper od vydavatele Oracle America, Inc. je piipraven k pougiti, Povolit Nepovolit

Next, select ,,Povolit” (Enable) Java to use an.
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AUTHORITY

Prvni certifikaéni .
autorita A Issue of renewal certificate

Fiease check the information below. If everything is correct, a request for renewal certificate may be generated.

Data overview
Heading Filled Value
Period of validity 365
Fey Repositery Type (CSP) _Microsoft Enhanced RSA and AES Cryptegraphic Provider)
: Algorthm thumbnails  sha258WithRSAEncryption
Allow export of the private key  Yes
Alkows the strong private key proteclion  Yes
 Keylength 2043
Items of the subject Commercial certificate
Country CZ
Common name  David Jancik
. Organization Prvni certifikaéni sutorita. a.s.
Serial Number  |CA - 785871
Extended certificate items Commercial certificate
E-mail {fc822Name]  jancik@ica.cz
Key usage Commercial certificate
Mon Repudiation Yes
Digital Signature Yes
Key Encipherment Yes
Data Enciphenment_ Yes
Key Apreement  Yes
The issued certificate and information on issuing the renewal certificate will be sent to the e-mail {e-mails}:
jancik@ica cz
Information on issuing the renewal certificate will be sent in the language: Czech
If you want to change the e-mail or the language in which you will be sent information about issuing the renewal certificate click here

Update information
Certificate sent in the ZIP format:
Oves

@No
Make the request
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Here is a recap of the request, please check the information provided here. Choose Make the request.

Aplikace wtvari chranénou poloZlu.

Privatni klic CryptoAP|

Je nastavena stfedni Groven iNastavit lrover zabe:pe&ni..:l
zabezpedeni, — y

K|

Confirmation the program Crypto API. The program creates a new RSA key for signature. Choose button OK.

Prvni certifikacni autorita, a.s. -3-



Aplikace wivari chranénou polozlu.

Privatni klig CryptoAPI

Je nastavena stfedni Urover |Nasta.,ﬁ (rover zabezpe&ni...l
zabezpedeni. = !

| 0K | | Stomo | | Podrobnosti... |

The program creates a new RSA key for exchanging. Choose button OK.

Aplikace Tato aplikace potrebuje pouzit kryptograficky
klic.

Kliknutirm na tlacitke OK udélite cpravnéni.

Kliknutim na tlacitke Storno opravnéni odeprete,

Mazev klice: TwinsQD 27/05/2014 16:24:00
Popis klice: Neni k dispozici,

Cheete udélit pristup ke klici?

Prvni certifikacni 2
autorita Issue of renewal certificate

Request for renewal cerdificate has been successfully genersied.
By clicking the "Send request for processing™ bution your request for a certificate will be signed with a currently valid cerdificate and sent for processing.

Request for the issuance of a renewal qualified certificate:

—-———EEGIN CERTIFICATE REQUEST-————
MIIDcTCCALkCAQRwgd ¥ aCeAJEgHVBAYTAKNaMRew PR IVRQIDASQZERy IEphbme 1 xaFlasED
M A 1 CECRw FUTH Tha GEXF L EnEgVBAMIFEyYWRh LCETEEE 2x Je0wE iuncZvloFALLsU=sTI0ES
MOEIMS 0wEw TOVOOREDCRDen Zuw 60g T ZVydE loal thx I luw 6 0g ¥V ib 3JpdFEs IFEucydxijic
EgliVER=MEVEbLwKZvamS 2wikghZ Rkxdt= ZW T D TELMRAL GA1 DERww UEox F sAVEgNVEADTDELD
Q8he INEwMaR 10Tk IMI TR I 2ANBgkghkiGowlBACEFARDCADERMT IECqRCAQEARTWEFedEf lug
x0Tz +tJF fuSmm¥iMEGol 1Gei, s OVRTqlkJ2 48T =440:i LIRS AG-Todh Ok ra TTER 2mR I py+ i
4agPcH46qEC2 TITudCE2 £ ZngZ0ralll 6awCOVynhTRE/ dubdF axi IE04 =855 sVECEWIn) 78
kjaKEMy R £ T3 wEAR ] HETOY CmO kGwidw Ly E nwe £ BEE v FRey P ERGxF g2 xv=GTvrKL1FES kNN
ATEAWBRIR1BcEC=2 1t NkHNcrObw TihSd+w 6B yHkRCu TYFHnI21Yi £ TRMZ gakaE/ Vodk 285
tEwEikoJShEbmbuTYNLLI yr+pIF0TRArT3:i THANipE QT DAQARo FlwUwY JEoZ Thro MRk OMIT W
RIRLEgNVHOSERAMC B RN Y DVRORBC 4w LIEF amEub 3V EN tRaWHh L 6o Bk GES = GROUEIBEC
22 MNP oxCDYxNeUZMT xR 0GCSqGi Th3DgEECw R A4 TRAQARS 1 +dh 0 D CAF O FHIbRdk Y3 vDW
gHwddgg hwk+idChst oA yHxEE0T 56200 £ 2k lxageEAOTE2 ToyFudTRgTEZ / R 1HHM y
HeR=TVEAoKorvh T ydHH+mr E1BHE VT Gmb=EP3 j gy 4 7 IVh] s LIME,f =hEH=zkH+8 60CcDz0 3wl
QLETa 2 LpE-UoHi0yp X Tnd 6JBFATha10cj 241 2HAS t =/ oHn1WDBE D i =C0od rolR2/ FE4bru
THbggH] F1201lxhGedUZ 1 TOPTabS 2w 4TACTEE (Ml yeozp, wyl 0bw Y1k 6y Pwl 3nTwIE £GHalx
EVTEZ=P5A0THa S CmaR 2HTROCAEM

—=———ERD CERTIFICRATE REQUEST-———-—

Prvni certifikacni autorita, a.s.
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AUTHORITY

Request for the issuance of a renewal commercial certificate:

—-—-——EEGIN CERTIFICATE REQUEIT-—-——

MIIDVDCCA ] wlAQRwgd O xCs A TEgHVBAYTA kN akR cw EQYIVEONDA SO 2Ry TEphbmE 1 xaFla B0
MRwERA1UECAw FUH Tha GEXF T AnBqiVBACH I FEyYWhh LCBETEGE 2 a6 0wEluc 2 wloIR 1 LeU=sTI0ES
MOEOMS GwEew Y OVOORDCR Jon Zuw 60g T2V rdG lmaW thxI Luw b 0g YKV 0b 3 TpdEE= IEucy $xHiAa
BEgiVER=HF Vb ZvamS2wikgbZ Rk xJt= 207 DrTELMA k GR1 TEFww UEox FTATEgNVEATTOELD
2E8Ee IDcSHDYxCDCCAS IwDD Y TRa ZThecHACEEROA DggE PADCCACGC ggE EAM4 b 0N pg £ SWROE EB
ZC+v0n572PcaghlaljbgtC] SEyOLY SROFuBpaty/ 2U04+bk EFbgh]1 Vv 2 6DopULEDTuT 0kT
pAGANAPTNALN EVEJASpwd + 0y EIFMREDe SYM IR Z 4 fmAN =EE EASEwhH jHamPuwI 12 hfpVES Gelp
cWPZkHEw/ b/ hhghDESF 6rDg/ HAwoH+ka SDPLNBpliBH2 1wqplRTanR R cOATDamS 3G 1M gui
dRgBs £/ oot=IY0Y4S, yrdFj reFINELDABne Ty FNEqah Tt 4yFVEE2 cOw2 RKZUERSQ1HEE0TT
ondvnZueqRl0lLa+k Rz d0a0Y yHRSE 61 g8 s Shtul CAWER R 2 A FMDGEC3q53 TH2 D0EIDi ExMCkw
CwYDVROFBAQDAGH4MECGA 1 UdEQUTHEGEDZ phbmE 1 2V QF L ¥35j e jANBgkghk iGEw0BAQSE
ARDCAOERREGaPT Il CrcOcHGER YRy HRE i Y EExi hEI 3t gBBGRu IxodKLhiwhiHtHGINs Srejk
BoEOREZHRAmMS § i Farfim0 o7 SN flckNpunE0JT Enf SRY $zpWbL/ 7 4Udd Y Y ya 60z PoEVLE
301 VHETKI¥59T 3 y6F =2 DEVaWrgle fbi W2 o $q0Us DZT O  ImEH-EBLy lwBecng TSR 4ynl 44
QeD3AThE2 £+] JdsBwlmS Ge Rye b THL SrEMOYFROZ T280a 05 HINTHOsERe Yy Ga S8 TaMR 30
KIFLLJ;Be2SLlwlH0g¥1la+I0k ot 45t 6218, IwT 2£Dqi 2Vixd SFPgf4LE+INS 1a==
————ERD CERTIFICATE REQUEST————

Send the request to be processed

We Advised fo that you make a backup of the private key.

Follow the instructions here: hitpaiwww.ica.cz/Private-key-backup

Please be sware that sdministration your private key is abways. fully responsible applicant for a cerlificate. Possible loss of private key can not be considered a fault the
senices provided by |.CA and there is no reason to issue a new cerdificate free of charge.

If you wish to save the generated request on your hard disk, cfick Save the request to the disk.
| Save request to the disc |

Parameters of the key by which the request for renewal certificate will be signed:
Key Repository name (C5P): Microsoft Enhanced RSA and AES Cryptographic Provider
Key Repository Type (C5P)x PROV_RSA_AES

Key name: 20140110135024

Key type: AT_SIGHMATURE
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Request for Renewal certificate has been successfully generated. Choose Send the request to be processed.

Message:

<?xml version="1.0" encoding="UTF-8"7>
<ICA=
<Request product_version="8.01" product_name ="Certification Authority™=>
<Header>
<Type version="4"zrenewalrequest<Type =
<Client=icaweb RENEWAL 8.01</Client=
< /Header =
<Body =
<KeyAndReguestData:
<FRequest>—-—BEGIN CERTIFICATE REQUEST—
MIICETCCAJECAQAwbDELMAKGA 1LEBRMCQ 1loxFzAVBgMVBAMMDKRhdmlkIEphbsSMwe 1rMS0w
KwYDVQOKDCR QanZuws0gy 2VydGimai/ thxd luws0gYXVOb3IpdGEsIGELCY 4xFTATEGNVBALT
DEIDQSADC2MNTgIMTCCASIWDOY Ko ZIhvdMAQEBBQADGgEPADCCAD0CogEBALpax Jduy 5AS

The shal hash result:
F78E 6A2D 563A 7C34 C1B0 616C 5974 EBCD 23A6 EESC

Sign by the certificate:
C=CZ, CN=David Jandk, O="Prvni certifkacni autorita, a.s.", SERIALMUMBER =ICA - 765871

Do you wish to perform this action?

Confirm by clicking button Yes.
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UTHORITY

Aplikace #54da o pristup ke chranéné poloice.

Heslo pro:
Privatni klié CryptoAPI

Prvni certifikaéni -
autorita Issue of renewal certificate

The reguest for renewsl cerfificate was successhully received,

Request |D for the quslified Cerificate: 5708510227983

You can track the status of your ication with 1D 5708610227963,
Request |D for the commercial Cerfificate: 5708600134508

You can track the status of your ication with 1D 5708600134568,

Time of receipt 27.05.2014 16:28:07
Another request
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The request for renewal certificate was successfully received.

The recovered certificate with the tax document is sent to your e-mail system after payment of a pro-forma
invoice, which is sent to a certification authority for the processing of the request for renewal of the
certificate. To automatically submit certificate occurs in the moment of crediting payments to our account. In
the e-mail message and the installation instructions for the relaunching of the PC or on the certificate to a
smart card.

For the correct assignment of your payment, enter the payment order to the Message for payer number
proforma invoice.

Have any problems contact our support - support@ica.cz.

Prvni certifikacni autorita, a.s. -6 -
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