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1. Uvod

Tento dokument sltzi ako navod, ako postupovat pri generovani Ziadosti o certifikat cez webové
stranky.

2. Pozadavky na software
Potitad, na ktorom sa bude vykondavat generovanie Ziadosti o certifikat, musi spifiat nasledujice
poziadavky:

e Musi mat nainstalovany a spusteny operaény systém.

0 Microsoft Windows XP
0 Windows Vista

0 Windows 7

e Musi byt nainstalovany a pouZity niektory z nasledujucich prehliadacov (pre generovanie
Ziadosti).

Microsoft Internet Explorer (verzia 7 a vyssia).

Mozilla Firefox (verzia 3 a vyssia)

Google Chrome (verzia 2 a vysSia)

Apple Safari (verzia 4 a vyssia)

©O O O O ©

Opera (verzia 10 a vyssia)

Musi mat nainstalovany softvér Java Runtime Environment (dalej JRE), aspori verzia 1.6.0_21, ktory
je potrebny pre spravnu funkciu webovych stranok pre generovanie Ziadosti o certifikat.

0 Doporudujeme pouzivat nejaktualnejsiu verziu JRE.

0 Pritomnost tohto softwaru detekuju stranky automaticky, ak
zistia, Ze software nie je nainstalovany, ponuknu uZivatelovi
jeho stiahnutie/instalaciu.

0 V pripade, Ze mate nainstalovanu starsSiu verziu JRE, ako je
uvedend v poziadavkach, odinstalujte ju pred zapocatim
generovania Ziadosti o certifikat. Nasledne budete strankami
nasmerovany na stiahnutie nejaktudlnejsej verzie.

e Vo vasom internetovom prehliadaci musite mat zapnutl podporu skriptovania Javascript ,
zapnutu podporu jazyku Java, podporu ukladania cookies.

2.1.Nastavenie prehliadaca Internet Explorer
Ak pre generovanie Ziadosti o certifikat pouzivate Internet Explorer, je nutné nastavit server s.ica.cz
ako déveryhodny.

Zvolte Nastroje a kliknite na ponuku MoZnosti Internetu.
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* [ Eé.-] * Page~ Safet_',r"IToolsv

Reocpen Last Browsing Session

Pop-up Blocker r
Manage Add-ons

Work Offline

w® B0 ol

Compatibility View
Compatibility View Settings
Full Screen F11

Toolbars »

Explorer Bars »
iy: Developer Tools F12

Suggested Sites

Internet Options

Kliknite na zalozku Zabezpecenie a zvolte Doveryhodné servery. VV ponuke Uroveri zabezpecenia
nastavte Grover na Strednu. Dalej kliknite na tlagitko Servery.

Internet Options
If-‘ri'u'a::!.-I I Content | Connections I Programs | nd'u'anced|

Select a zone to view or chang

Internet Local intranet QuidEER==E ) Restricted
sites

Trusted sites [ St ]I
J This zone contains websites that you fes

trust not to damage your computer or
your files.

Security level for this zone
Allowed levels for this zone: All

I Mamm
- Prompts before downloading potentially unsafe
. content

- Unsigned ActiveX contrals will not be downloaded

[TEnable Protected Mode (requires restarting Internet Explorer)

Custom level. .. Default level

Reset all zones to default level

Ok ] [ Cancel Apply
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Do pola Pridat tento web k zéne zadajte https://s.ica.cz. Kliknite na tladitko Pridat a nasledne na
tladitko Zavriet.

Trusted sites [#5]

You can add and remove websites from this zone. All websites in
T this zone will use the zone's security settings.

Websites:

[ Require server verification (https:) for all sites in this zone

Close

Volbu potvrdte kliknutim na tlacitko OK.

3. InStalacia korenového certifikatu I.CA

Pri spusteni stranky so Ziadostou o certifikat vas mbze vas prehliadac upozornit, Ze vstupujete na
nedbéveryhodné stranky. Tento problém je sp6sobeny tym, Ze nemate uloZené v UlozZisku korenové
certifikaty I.CA.

Zadajte do prehliadaca nasledovné URL: http://www.ica.cz/cz/menu/112/prace-s-
certifikaty/korenove-certifikaty-i-ca-sha-2/

Zobrazi sa vam nasledujuca stranka:


https://s.ica.cz/
http://www.ica.cz/cz/menu/112/prace-s-certifikaty/korenove-certifikaty-i-ca-sha-2/
http://www.ica.cz/cz/menu/112/prace-s-certifikaty/korenove-certifikaty-i-ca-sha-2/

CERTIFICATIO

AUTHORITY

I

AUTHORITY]| Prvni certifikacni autorita, a.s.

General information | Products and Services | Manage Certificates | Download | Price List | Test—[.CA

FURTHER INFORMATION

Mavigation: » Home page * Manage Certificates » .CA Root Certificates SHA-2 Search

m Public Cerificates Listing
= Certificate Invalidity Application |.CA Root Certificates SHA-2
= Listof Invalid Certificates
® 1.CARoot Certificates SHA-1 Certification authority root certificate for commercial certificates :
= |.CA Root Certificates SHA-2
» Mecessary Documents for the Parameters:

Application Cryptographic algorithm SHA-256

b Length of the cryptographic key for RSA algorithm 2048 bitd,
= E-mail Client » Valid from 1.9.2009 to 1.9.2019
= Certificate Backup
» Cerificate Recovery Install the Certificate
G v b 1. Name of certificate : sica_root_key_20090901.der Length : 10700yte

Format Type of fingerprintFingerprint

ERECLELIEViERED O  ESTIONS DER  SHA-256/6468bfECT3ci685eD02a6841 007 069705229040 0f8690d7bT 4193903886141
» Further information SHA-1/90dece7T13cA25340e62ebd635e1 be20ci7327dd
MD-5/86ef3e319d918569a2a41a127168balb

Formdat DER

b 2. Name of certificate : sica_root_key_20090901.pem Length : 1509byte

Pod nadpisom Korenovy certifikat certifikacnej autority pre vydavané komercné certifikaty
kliknite na Format DER. Zobrazi sa vam dialég pre stiahnutie suboru. Subor obsahujuci
certifikat uloZzte na V&as pevny disk.

Dvojklikom otvorte subor obsahujuci koreriovy certifikat I.CA, ktory ste uloZili na pevny disk. Tym
déjde k zobrazeniu certifikatu. Na zalozke Obecné kliknite na Nainstalovat certifikat.

Spusti sa sprievodca inStalaciou certifikatu. Kliknite na tlacitko DalSi.

Certificate Import Wizard @

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.
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Skontrolujte, ¢i je oznacena volba Automaticky vybrat GloZisko certifikatov na zaklade typu
certifikatu a kliknite na tlacitko Dalfsi.

Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

IB Automatically select the certificate store based on the type of certificate I

(7) Place all certificates in the following store

Cettificate store:

Browse...

Learn more about certificate stores

Kliknite na tla¢itko Dokoncit.

Certificate Import Wizard (3]

Completing the Certificate Import
Wizard

7 The certificate will be imported after you didk Finish.

o You have spedfied the following settings:

- e et e e Automatically determined by t

Content Certificate

4 m 2

< Back I Finish I Cancel

Sprievodca by vas mal informovat o Uspe$Snom importe.
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Certificate Import Wizard (3w

:] The import was successful.

4. Proces generovania ziadosti o certifikat
Postup generovania Ziadosti o prvotny certifikat je rozdeleny do niekolkych krokov:

e Kontrola softvérového vybavenia
¢ Vyplnenie udajov Ziadatela

e Kontrola vyplnenych udajov

e Generovanie Ziadosti o certifikat
e UloZenie Ziadosti o certifikat

4.1.Kontrola softwarového vybavenia
Pre ulahéenie kontroly pripravenosti vasho pocitaca na generovanie Ziadosti, je pri zacati
generovania zZiadosti zobrazena kontrolna stranka, ktora overi pritomnost klt¢ovych softvérovych
komponentov.

Checking required software, wait for its termination.

/‘r’nur operating system WinVista is supported

Your browser |E wversion 8.0 is supported.

/.JavaScript enabled.

Stranka otestuje pocitaé, test moze trvat desiatky sekind, a ohlasi, ¢i je nieo v neporiadku, pripadne
vypise chybové hldsenie. Ak nie su detekované problémy, stranka zobrazi formular pre vyplnenie
osobnych udajov.

Ak sa pri kontrole vyskytne chyba, nie je zobrazeny formular pre vyplnenie osobnych Udajov. Najskor
je potrebné odstranit chybu, ktord znemoznuje generovanie Ziadosti. Vyznam chybovych hlaseni je
uvedeny v nasledujucich kapitolach.

4.1.1.Nepodporovany operacny systém
Pre generovanie Ziadosti musite pouzit jeden z operaénych systémov uvedenych v kapitole 3.

4.1.2.Nepodporovany internetovy prehliadac
Pre generovanie Ziadosti musite pouzit jeden z prehliadaéov uvedenych v kapitole 3.
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Stranky pre generovanie Ziadosti o certifikdt vyZzaduju podporu skriptovania v jazyku JavaScript.

4.1.3.Podpora JavaScriptu

Vsetky podporované prehliadace maju tuto podporu automaticky povolend. Ak by tato kontrola
zlyhala, znamena to s najvacsou pravdepodobnostou, Ze je v nastaveni prehliadaca podpora
skriptovania vypnuta. Povolte podporu skriptovania v jazyku JavaScript vo vasom prehliadaci.

4.1.3.1.Povolenie JavaScriptu v Internet Exploreri
Zmernte nastavenie podla navodu uvedeného v kapitole 3.1.

4.1.4.Podpora Java Runtime Environment (JRE)
Tieto stranky vyzaduju pre svoju funkénost nainstalovant podporu jazyka Java. Uistite sa, Ze nemate
vo svojom prehliadacdi tuto podporu vypnutu. Pokial nemate na svojom pocitaci JRE nainstalované,
mal by vés prehliadac vyzvat na stiahnutie a instalaciu JRE. Ak sa tak nestalo, kliknite na odkaz
uvedeny nastranke a manualne stiahnite a nainstalujte aktualnu verziu JRE. V kazdom pripade bude
po instalacii JRE treba zavriet a znovu spustit prehliadac, aby sa zmeny prejavili.

InStaldcia JRE je popisana v Kapitole 6.

4.1.4.1.Povolenie Java v Internet Exploreri
Zmernte nastavenie podla navodu uvedeného v kapitole 3.1.

4.1.5.Nainstalovany Java Applet ICApki
V tomto mieste sa kontrolna stranka pokusi nainstalovat Java Applet ICApki, ktory je potrebny pre
funkénost stranok pre generovanie Ziadosti o certifikat. Pri prvej instalacii appletu na poditac, kde
prebieha generovanie Ziadosti o certifikat, budete vyzvany na potvrdenie dévery vydavatelovi Java
applet. Vydavatelom appletu je Prvni certifikacni autorita, a.s. Doveru appletu potvrdite dialégom,
ktory znazorniuje nasledujlci obrazok. V tomto dialdgu je dolezitézaskrtnut volbu Always trust
content from this publisher a potom pouZit tladidlo Yes.

| N
Warning - Security &
The web site's certificate cannot be verified. Do you ()
want to continue?

Name: thica.ica.cz
Publisher: thica.ica.cz

[yes J [ ]

o)
U The certificate cannot be verified by a trusted source. More Information...
-

=

Nasleduje druhy dialog, kde sa postupuje obdobne, a sice zaskrtne sa volba Always trust content
from this publisher a potom sa pouzije tlac¢itko Run.
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Warning - Security S ‘M

The application's digital signature has been verified.
Do you want to run the application?

Name: ICApki
Publisher: 1.CA - Code Signing
From: https: f/thica.ica.cz

[Rn ][ concsl ]

| g The digital signature has been validated by a trusted source. More Information...
[ |

Pri dalSom spusteni stranok na pocitaci, kde tato instaldcia prebehla, uz nebudete k opatovnému
potvrdzovanie Java Applet ICApki vyzyvany.

V pripade, Ze bude vydana nova verzia Java Applet ICApki, bude klientom v tomto mieste okamzite
automaticky stiahnuta a nainstalovana. Tato instalacia moze chvilu trvat. Po jej skonéeni budu
stranky pokracovat v normalnej praci.

4.1.6.Ukladanie cookies
Pre spravnu pracu stranok pre generovanie Ziadosti je nutné, aby vas prehliada¢ umoznil stranke

ukladat cookies. Ak mate zakazané ukladanie cookies, povolte ho.

4.1.6.1.Povolenie cookies v Internet Exploreri
Zmernte nastavenie podla ndvodu uvedeného v kapitole 3.1.

4.2.Vyplnéni udajii o Zadateli
Ak proces kontroly prebehol bez chyb, stranka zobrazi formular, do ktorého vyplnite svoje osobné
udaje.
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Heading Your information Example of completion
Select what type of applicant you are

@ Current user (non-entrepreneurial)
~) Entrepreneur (Self-employed)
) Employee
© Pseudonym
Choose a repository for your private key

1@ Smart card |.CA

© Other storage (PC, server, USB token, other smart card, etc.)
Information about the applicant

Degree (before name) Ing.
Namel Jifina
Surnamel Koutnd
Degree (after name) Ph.D
Generational resolution MI.
E-mail *} jirina_koutna@ica.cz

Mark the item if you require that the certificate can be used
The certificate is designed for communication B for communication with public authorities of the the SR and
with public authorities of the SR a private key to generate certified products according to
Slovak leqgislation

Permanent Address
Street Ceska
Street number/building identification number 11122
Citytown Brno
Zip code 11150
Province Jinomaoravsky
Countnrl Czech Republic E
Other options

Revocation password |
Key Repository Type (C5P) | SecureStoreCSP

Ol show advanced key usage settings (Recommended for experts). We do not recommend changing the default settings using the key. The change in the use of keys by the users
OWn risk.

Cerificates for signing

Certificates for encryption [
*) The item is mandatory only if you intend to use the certificate in the email.

Polozky zd6raznené tu¢nym pismom a Zltym podfarbenim vstupného polia su povinné. Napriklad
meno a priezvisko su povinné, tituly povinné nie su.

Heslo pre zneplatnenie:

Pokial' d6jde pocas pouzivania certifikdtu ku kompromitacii privatneho klftica, zmene udajov (zmena
mena, bydliska ...) alebo sa vyskytnu dalsie dovody, pre¢o by nemal byt certifikat dalej pouzivany, je
Vasou zakonnou povinnostou certifikat zneplatnit. Certifikat je mozné zneplatnit cez webové
rozhranie. Pri zneplatnenie budete vyzvany na zadanie hesla pre zneplatnenie. Toto heslo pre
zrusenie urcujete pri generovani Ziadosti o certifikat.

Dizka hesla pre zneplatni certifikdtu musi byt 4 a7 32 znakov. Povolené su iba velké a malé pismend

bez diakritiky a Cislice.

Typ uloziska klica (CSP):

s v

Pri polozke Typ uloziska kltica (CSP) vyberte z ponuky SW modul zaistujlci kryptografické sluzby

(CSP), ktory vygeneruje vas privatny klu¢. Vsetky tu zobrazené CSP podporuju podpisovy algoritmus
SHAZ2 a su nainstalované vo vasom pocitaci.
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Export privatneho kluca:

R v .

Ak vami zvoleny typ UloZiska kluca (CSP) podporuje export privatneho kluca, je vam ponuknuta volba

s v

povolit export privatneho kluéa. Tato volba umoZni vykonat export certifikatu vratane sikromného

kl'd¢a. Sukromny klu¢ tak budete moct prenasat medzi dloZiskami. Sprava kltuca vyZzaduje v takom
pripade zvy$enu opatrnost z dovodu vyssieho rizika jeho kradeze / zneuZzitia.

Silna ochrana privatneho kltca:

Ak vami zvoleny typ uloZiska klti¢a (CSP) podporuje silnt ochranu privatneho klica, je vam
ponuknutd volba povolit silni ochranu privatneho kltéa. Pred kazdym pouZitim vasho kluéa budete
upozorneny, Ze je vas klt¢ pouzivany.Nasledne mate moznost vybrat si medzi: Stredna - vidy budete
len upozorneny informativnym hldsenim; Silna - pred kazdym pouZitim po Vas bude vyZadované

zadanie hesla.

Po stladeni tladidla pokraéovat stranka vykona kontrolu vami vyplnenych Gdajov. Ak niektoré zadané
daje nesplfiaji podmienky, budete vyzvany na ich opravu.Udaje vyZadujice zmenu alebo doplnenie
su podfarbené cervenou farbou.

Heading Your information Example of completion
Select what type of applicant you are

@ Currentuser (non-entrepreneurialy
':'Entrepremeur(Selffemp\uyed)

@ Employee

© Pseudonym

Choose a repository for your private key
@ smart card 1.CA

@ Other storage (PC, server, USB token, other smart card, etc.)
Information about the applicant

Degree (before name) Ing
Name Jifina
You must enter a name.
Sumame |Doe Koutna
Degree (after name) Ph.D.
Generational resolution M.
E-mail *} jinina_koutna@ica.cz

Mark the item if you require that the certificate can be used
The certificate is designed for communication B for communication with public authorities of the the SR and
with public authorities of the SR a private key to generate certified products according to
Slovak legislation

Permanent Address
Street Ceskd
Street number/building identification number 11/22
Cityftown Brno
Zip code 11150
Province Jihomoravsky
Countryl Czech Republic El
Other options

[a
Revocation password password for revocation may contain only the numbers and letters
without accents. The password must be 4-32 characters.

Key Repository Type (CSP) | SecureStoreCSP

[Tl show advanced key usage settings (Recommended for experts). We do not recommend changing the default settings using the key. The change in the use of keys by the user's
own risk.

Certificates for signing

Certificates for encryption [7]

Ak Vami zadané tdaje splfiaji podmienky, zobrazi sa vam stranka rekapitulujica vami zadané udaje.

4.3.Kontrola zadanych udajov
Na tejto stranke prosim skontrolujte vami zadané udaje.
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Recapitulated application
Heading Specified Value

Revocation password aaaa
Period of validity 365 days
Key Repository Type (CSP) SecureStoreCsP
Algorithm thumbnails sha2beWithREAEncryption
Allow exporting the private key Mo
Allow the strong private key protection Mo
Key length 2045
Certificates for signing Yes
Certificates for encryption Mo
Key name 4d75ee7d94084
Encoding type UTFE_STRING

ltems of the certificate request
Full name Jane Doe
E-mail doe@ica.cz
Country CZ

The issued certificate is sent to the e-mail:
Certificate sent in the ZIP format:
@ ves

© o

Save the application in the card

Ak si prajete zaslat vydany certifikat na e-mail, zadajte e-mailovu adresu, na ktord vam bude
certifikat zaslany (polozka Vystaveny certifikat zaslat na e-mail:). Pozor: tato emailové adresa nie je
sulastou Ziadosti o certifikat, teda nebude uvedend ani v samotnom certifikate. E-mailovi adresu,
ktord bude obsiahnuta v certifikate, je nutné vyplnit v Gdajoch o Ziadatelovi (polozka Ziadosti o
certifikat)!

v

Ak vami zvoleny typ UloZiska kltic¢a (CSP) podporuje uloZenie Ziadosti na kartu,mézete zatrhnat
moznost UloZit Ziadost na kartu. Ak zvolite tito moZnost, stranka sa po vygenerovani Ziadosti pokusi
uloZit vygenerovanu ziadost na kartu. Uistite sa, Ze na vasej karte je dostatok volného miesta pre
uloZenie Ziadosti. Ak ulozZite Ziadost na kartu, operator registracnej autority I. CA bude méct nacitat
vasu Ziadost priamo z karty (nemusite nosit ziadost na USB disku alebo inom médiu).

Kliknutim na tladidlo Vytvorit Ziadost spustite generovanie Ziadosti o certifikat.

4.4.Generovanie ziadosti o certifikat

A

Nasledujuci postup sa pre jednotlivé typy uloZiska kfuca (CSP) mierne lisi.

4.4.1.SecureStoreCSP
Ak pri vypliiovani Udajov o Ziadatelovi zvolite ako typ UloZiska kltic¢a SecureStoreCSP, je postup
generovania Ziadosti nasledovny:

Najskor sa vam zobrazi nasledujuci dialég. V tomto momente sa generuje vas privatny kltG¢. Tvorba

sy ~

privatneho klt¢a modze trvat niekolko desiatok sekind.
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SecurestoreC5P

card operation is in progress. ..

Potom, ¢o je privatny klI'G¢ vytvoreny, ste vyzvany na zadanie PINu k vasej karte

© '

SecureStoreC5P - enter PIN 2

Itis necessary to enter PIM to process this operation,
Operation :
Signature of data by key located on card

PIM:

[ remember PIM

L "

Ak ste zvolili, Ze Ziadost ma byt uloZend na kartu, ste informovany o vysledku uloZenia. Ak
bolo na karte dostatok miesta a Ziadost sa podarilo uloZit, je Vam zobrazeny nasledujuci dialdg:

Sdéleni stranky https://s.devica.cz ﬁ

. The application was stored in the card,
Lm

| oK

Ak na karte nebol dostatok volného miesta a Ziadost sa nepodarilo uloZit, zobrazi sa nasledujtci
dialdg (vas privatny ki je na karte ulozeny v poriadku a nie je potreba znovu klu¢ generovat):

f B
Sdéleni strinky https:/s.devicacz: I 25 |
I Error: The request could not be saved to the card.
Lm
Ok
b - |

V takom pripade sa Ziadost na karte nenachadza. Musite Ziadost uloZit na USB flash disk alebo iné
médium, ktoré predloZite na registracnej autorite |.CA.

4.4.2.Microsoft Enhanced RSA and AES Cryptographic Provider so silnou ochranou
sikromného kl'iaca.
Ak pri vypliiovani Udajov o Ziadatelovi zvolite ako typ UloZisko kltic¢e Microsoft Enhanced RSA and AES
Cryptographic Provider (pripadne Microsoft Enhanced RSA and AES Cryptographic Provider /
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prototype /) a zaskrtnete volbu Povolit silnd ochranu kltca, je postup generovania Ziadosti

nasledovny:

[ =

Creating a new RSA signature key

An application is creating a Protected item.

CryptoAPI Private Key

Securty level set to Medium [ Set Securty Level... ]

| ok || cancel || Detais.. |

Ak kliknete na Nastavit Grover zabezpeéenia ..., budete méct zmenit Grover zabezpedenia.
[ Creating a new R5A signature key @

Choose a security level appropriate for this tem.

@ High
Request my pemission with a password when this
item is to be used.

) Medium
Request my pemission when this item is to be used.

<Back || MNed> | | Cance |

Ak zvolite vysoku Uroven zabezpecenia, budete vyzvany na zadanie hesla. Toto heslo bude potrebné

zadat vzdy, ked budete pouzivat sikromny kluc.



Creating a new RS54 signature key

Create a password to protect this tem.

Create a new passwaord for this item.

Password for: CryptoAFP| Private Key
Password:
Corfim:
| <Back | Finish | | Cance |

AUTHORITY

Po kliknuti na tla¢itko Dokonéit déjde ku zmene Urovne zabezpecenia. Teraz kliknite na tlacitko OK.

(RSl

Creating a new R5A signature key

An application is creating a Protected tem.

Crypto AP Private Key

Securty level set to Medium

J

| Set Secuity Level... |

OK

Cancel ][ Details... ]

V dalsom dialégovom okne vyberte Pridelit privilégia. Ak ste zvolili vysokd Uroveri zabezpedenia,

musite zadat aj heslo.

Request For Permission to Use a Key

Grant or deny this application permission to use this key

Key name:  Application supplied name for the key

@ Grant permission

) Deny permission

Key protection password:

(v) View key details | ok || Cancel

=
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AUTHORITY
4.5.UloZenie Ziadosti o certifikat

Ak nedoslo pri generovani Ziadosti k chybe, stranka vam zobrazi vygenerovanu Ziadost vo formate
PKCS10. Kliknutim na tlagidlo UloZit Ziadost na disk bude Ziadost uloZena na vas pevny disk alebo iné
médium, ktoré zvolite.

The cerificate request has been generated.

MIICnTCOCAYTCAQAW IDERMABGALTEAww I SmPuZ SBEL 2 UxCs AJEgNVEBAYT AR NaMIIEI jANEgkg
hkiGSwiBAQEFAROCAQBAMI TECgRCAQERT 453 EmTvwgiV1H/ el / hdWilyt yi=oVxigRELSuft
kgBWIgISkakE40vwEn+tel) cRHE=pUIBAxrawigdd/ j 34bp2b S TedWITuERtkFluhIzEgu4Gm
TEISTRWARTW1sVE+ow]j rlUTEES JmCMd+Z2 fnIYNIuVEA+ieys Tk 5 fbadlay0 5T 302 smBbglejj0
LIdILNToWMDNI 2q=t 2 GED1Md+oYdETle0GuV jhuhERxch0 JkxyIpyd sgxk t IREnTIVDEN J1M
aDANCEGYT1=02p P02 rTEHvw IVRok LD+ 0 I €€ YegHxW2 th1 YHU/ § j € Jg0E+vgimN=QgmF kwld I
baTlWVaCaiPespQ IDAQABoDgwHgY JEo2 IThreHAQECHI kw Iz ACBgNVHQEBAfEEBAMTBsAwE QYD
VRORBA4wDIEEZGS1QE1iY35jej ANEghkghk i E0wIBAQFAROCAQERhCRON NS/ 2aBoPpilh 5T
DBEt2ZFdHe L7EuyG+EEitf2IB430 CxIJFifBTINFgEGEL1iZhéacBZ agqpWRfuRGLTIdoBQwAKl
¥¥enfTO0WLgORMZ jO3FUEnnokgHEBLTTw1ECLyiDi0NsSEEqpiYe fh1YE/ SullucV¥niPeHT
hbghxiBEYEIThEBuEpTgHID1 GadMrwa Y3/ x IWhRkCIRr PasVI2mEGREdj kT e CJBE11GIFT6Em
Fn¥nSgdeTyh/pVil+cEiand kO fghxiWx4TogSVRESia4Vr 21X heaRpaxTiwE IwibE1BEF S
DOVIQIokI+/Ug/ gWY+¥Uv5giHe AIDVDb fw=

————— END CERTIFICATE BEQUEST-———-

[ Save request to the disc ]

5. Vystavenie certifikatu

Potom, €o vytvorite Ziadost o certifikat, je nutné navstivit niektord registracnd autoritu I. CA (zoznam
tu). So sebou na registracnd autoritu I. CA prineste Ziadost, ktoru ste vygenerovali (napriklad na USB
flash disku, alebo uloZenu na cipovej karte), a dokumenty potrebné na vystavenie certifikdtu. Zoznam
potrebnych dokumentov najdete tu.

6. Instalacia Java Runtime Environment (JRE)

Instalacia JRE prebieha v ramci jednotlivych prehliadacov roznymi spésobmi. Na jednom pocitaci nie
je potrebné instalovat JRE v kazdom prehliadaci zvlast, lebo po nainstalovani funguje podpora JRE v
ramci celého operacného systému a teda aj v prehliadadi, v ktorom ste instalaciu JRE nevykonavali.

6.1.Spustenie instalacie JRE pod prehliada¢om Internet Explorer
Ak nemate nainstalovanu podporu Java Runtime Environment, budete pri prvom pristupe na stranky
pre generovanie Ziadosti o certifikat vyzvany k jej instalacii. V prehliadaci Internet Explorer sa zobrazi
dialog:
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Uszer Account Control

Windows needs your permi

If you started this action, continue.

@ Internet Explorer Add-on Installer
( Microsoft Windows

v Details Continue ][ Cancel J

User Account Control helps stop unauthorized changes to your computer.

Tu kliknite na tla¢itko Nainstalovat, ¢im zahdjite proces instalacie. Priebeh instalaéného programu je
popisany v Kapitole 7.

7. Instalacny program JRE
Po spusteni instala¢ného programu JRE sa zobrazi prvé okno inStalacného programu.

Java Setup - Welcome

DSun

Welcome to Java™

Java provides sefe and secure access to the world of amazing Java content
From business solulions to helpful utiiies and enterainment Java makes
your intemet expenance come to life.

Mote: Mo personal information is gathered as part of our install process
Click here for more information on what we do collect

Click Install to accept the license agreement and install Java now.

I™ Change destination folder

Na Uvodnej obrazovke zvolte tlacidlo Install. Dalej je proces instaldcie az do konca automaticky.
InStalacny program si nasledne stiahne z internetu dodatocné subory, ktoré potrebuje zavedenie JRE
do vasho pocitaca.
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Java is found everywhere - on mobile phones, deskiop computers, Blu-ray
Disc players, settop boxes. and even in your car.

By installing Java, you will be able to experience the power of Java, brought
to you by Sun Microsystems. Inc.

Wisit us al java com

@ Sun

Mow you can have a full-featured office suite that’s
compatible with Microsoft Office for free!

= Powerful, T drawi
and database applcations 2
= Reads, edits and saves Microsoft Office files
= Supports over 70 Languages and Solaris, Windows, Linux and Mac operating systems

= Uses industry-standard, open file format (OpenDocument) s its defaclt file format
= Builtdn, one<lick POF export

BB OB @ BB ognofics

™

You have successfully installed Java.

Java updates will automatically be downloaded to provide you with the |atest
features and security improvements, To change this, see
hitp://java.com/autoupdate

Na zaverecnej obrazovke kliknite na tladidlo Close. V tejto chvili odpori¢ame prehliadaé vypnut a
zapnut, aby sa prejavili zmeny.

8. RieSenie problémov

V pripade vzniku chyby pocas procesu generovania Ziadosti budete informovany chybovou hlaskou.
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P
Sdéleni stranky httpsy//s.devica.cz ﬂ

.1 Errcr: Error when generating the private key.
L mh

If you generate the key on a smart card, make sure that:
1.Ctecka is connected and functional

2.Karta is inserted and the PIN number

3.Ma card is a place to store other key.

Error: Card reader not connected or card not inserted:
A_IAR_capkibxception

Descripticn: KeyGenerate: jni error
Systern Error: 080090019

0K

V tretom odseku néajdete popis chyby.

Niektoré chyby méZu byt zavaznejsieho technického razu. MéZu suvisiet so stavom hardvérového
alebo softvérového vybavenia vasho pocitaca. Je dolezité opisat, urobit screenshot, alebo inak
uchovat informacie z podrobného vypisu chybového hlasenia, pretoze tieto informacie su kritické pre
rychle vyrieSenie problémov s helpdeskom.
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