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1. Uvod
Tento dokument sluzi ako navod, ako postupovat pri generovani ziadosti o certifikat cez webové
stranky.

2. Poziadavky na software
Potitad, na ktorom sa bude vykondavat generovanie Ziadosti o certifikat, musi splfiat nasledujuce
poziadavky:

e Musi mat nainStalovany a spusteny operacény systém
o Microsoft Windows XP
o Windows Vista
o Windows 7

e Musi byt nainstalovany a pouzity niektory z nasledujicich prehliadaov (pre generovanie
Ziadosti)

o Microsoft Internet Explorer (verzia 7 a vyssie).
o Motzilla Firefox (verzia 3 a vyssie)

o Google Chrome (verzia 2 a vyssie)

o Apple Safari (verzia 4 a vyssie)

o Opera (verzia 10 a vyssie)

e Musi mat nainstalovany softvér Java Runtime Environment (dalej JRE), aspor verzia
1.6.0_21, ktory je potrebny pre spravnu funkciu webovych stranok pre generovanie Ziadosti o
certifikat.

o Odporucame pouzivat najaktualnejsiu verziu JRE.

o Pritomnost tohto softvéru detekuju stranky automaticky, ak
zisti, Ze softvér pritomny nie je, vyzve uzivatela k jeho
stiahnutiu / inStalaciu.

o V pripade, Ze mate nainstalovanu starSiu verziu JRE, ako je
uvedend v poziadavkach, odinstalujte ju pred zacatim
generovania Ziadosti o certifikat. Nasledne budete strankami
nasmerovany na stiahnutie najaktudlnejsej verzie.

e Vo vasom internetovom prehliada¢i musite mat zapnuty podporu Javascript, zapnutu
podporu jazyku Java, podporu ukladanie cookies.
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3. Instalacia korenového certifikatu I.CA

Pri spusteni stranky so Ziadostou o certifikat vas moze vas prehliadac upozornit, Zze vstupujete na
nedoveryhodné stranky. Tento problém je sposobeny tym, Zenemate ulozené v ulozisku koreriové
certifikaty I.CA.

Zadajte do prehliadacda nasledovné URL: http://www.ica.cz/cz/menu/112/prace-s-
certifikaty/korenove-certifikaty-i-ca-sha-2/

Zobrazi sa vam nasledujuca stranka:

AUTHORITY]| Prvni certifikaéni autorita, a.s.

General information | Products and Services | Manage Certificates | Download | Price List | Test—[.CA

FURTHER INFORMATION

Mawvigation: » Home page » Mansge Cerificates » .CA Root Certificates SHA-2

= Public Cerificates Listing
= Certificate Invalidity Application |.CA Root Certificates SHA-2
= List of Invalid Cerificates
® |.CARoot Certificates SHA-1 Certification authority root certificate for commercial certificates :
" |.CA Root Certificates SHA-2
= Mecessary Documents for the Parameters

Application Cryptographic algorithm SHA-256

+ Length ofthe cryptographic key for RSA algorithm 2048 bitd,
= E-mail Client » Valid from 1.9.2008 t0 1.9.2019
= Certificate Backup
» Certificate Recovery Install the Certificate
G v v 1. Name of certificate : sica_root_key_20090901.der Length : 1070byte

Format Type of fingerprintFingerprint

EREQEENIE ARG ESTIONS DER  SHA-256/6468078Cf3CI688e 00236541 0dT0e9705229b400f860007bT4103e9c23386141
» Further information SHA-1/90dece77f8cB25340e62ebd635e1be20cf7327dd
MD-5/866f3a310d9f8560a2a41a127 168balh

Format DER

r 2 Mame of certificate : sica_root_key_20090901.pem Length : 15090yte

Pod nadpisom Korenovy certifikat certifikacnej autority pre vydavané komercné certifikaty
kliknite na Format DER. Zobrazi sa vam dialég pre stiahnutie suboru. Subor obsahujuci
certifikat ulozte na V&s pevny disk.

V prehliada¢i Mozilla Firefox na nastrojovej liste zvolte Nastroje a kliknite na ponuku
Moznosti ...


http://www.ica.cz/cz/menu/112/prace-s-certifikaty/korenove-certifikaty-i-ca-sha-2/
http://www.ica.cz/cz/menu/112/prace-s-certifikaty/korenove-certifikaty-i-ca-sha-2/

AUTHORITY

File Edit View History Eﬂ-okmﬂelp

P S
- ﬁ | Web Search Ctrl+K
2, Most Visited || Getting Started Downloads Ctrl+)
; Add-ons

| w Welcome to Firefox
Error Console Ctrl+5hift+)
Page Info
Start Private Browsing  Ctrl+Shift+P
Clear Recent History... Ctrl+Shift+Del

Zvolte Rozsirené, vyberte zalozku Sifrovanie a kliknite na tlacitko Certifikaty.

Optiens

General Tabs Content  Applications  Privacy  Security | Advanced

General I Networkl Update

Protocols

[¥]: Use SSL 3.0¢ Use TLS 1.0

Certificates

When a server requests my personal certificate:

() Select one autornatically @ Ask me every time

’ﬂevocation LisE] ’ Validation ] ’Securit_l,[ Devices

| ok ][ s ][ Help

Zvolte zélozku Autority a kliknite na tlaéitko Importovat...
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| @ Certificate Manager =nEoh =T
Your Certificatesl Peoplel Sewersl AUtthitiESl Gthers|
You have certificates on file that identify these certificate authorities:
Certificate Mame Security Device i3

4(c) 2005 TURKTRUST Bilgi lletisim ve Bilisim ...

4 AT Camerfirma SA CIF AB2743287
Chambers of Commerce Root
Global Chambersign Root

afddTrust AB
AddTrust External CA Root
AddTrust Class 1 CA Root
AddTrust Public CA Root
AddTrust Qualified CA Root

P W T = [

TURKTRUST Elektronik Sertifika Hizmet Sa...

I »

Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token

View... Edit... Export... Delete...

Vyberte certifikat, ktory ste ulozZili na pevny disk.

Zaskrtnite Uznat tuto CA pre identifikaciu serverov, Uznat tato CA pre identifikaciu uZivatelov
posty a Uznat tato CA pre identifikaciu vyrobcov software. Stlac¢te OK.

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "L.CA - Standard Certification Authority, 08/2009" for the following purposes?

EXH

Trust this CA to identify web sites,
Trust this CA to identify email users.

[¥]: Trust this CA to identify software developers.

procedures (if available),

View Examine CA certificate

Befaore trusting this CA for any purpese, you should examine its certificate and its policy and

| ok |} cancel

4. Proces generovania ziadosti o certifikat
Postup generovania Ziadosti o prvotny certifikat je rozdeleny do niekolkych krokov:

e Kontrola softvérového vybavenia
e Vyplnenie Udajov Ziadatela

e Kontrola vyplnenych Udajov

e Generovanie Ziadosti o certifikat
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e UloZenie Ziadosti o certifikat

4.1.Kontrola softwarového vybavenia
Pre ulahéenie kontroly pripravenosti vasho pocitaca na generovanie Ziadosti, je pri zacati
generovania Ziadosti zobrazend kontrolna stranka, ktora overi pritomnost klticovych softvérovych
komponentov.

Checking required software, wait for its termination.

J‘T‘nur operating system WinkP is supported
our browser Firefox wersion 3.6 15 supported.

JawaScript enabled.

Stranka otestuje pocitac, test moze trvat desiatky sekund, a ohlasi, ¢i je nieo v neporiadku, pripadne
vypiSe chybové hldsenie. Ak nie su detekované problémy, stranka zobrazi formuldr pre vyplnenie
osobnych udajov.

Ak sa pri kontrole vyskytne chyba, nie je zobrazeny formuldr pre vyplnenie osobnych tUdajov. Najskor
je potrebné odstranit chybu, ktord znemozruje generovanie Ziadosti. Vyznam chybovych hlaseni je
uvedeny v nasledujucich kapitolach.

4.1.1.Nepodporovany operacny systém
Pre generovanie Ziadosti musite pouZit jeden z operacnych systémov uvedenych v kapitole 2.

4.1.2.Nepodporovany internetovy prehliadac
Pre generovanie Ziadosti musite pouZit jeden z prehliadacov uvedenych v kapitole 2.

4.1.3.Podpora JavaScriptu
Stranky pre generovanie Ziadosti o certifikdt vyZzaduju podporu skriptovania v jazyku JavaScript.
Vsetky podporované prehliadace maju tuto podporu automaticky povolend. Ak by tato kontrola
zlyhala, znamena to s najvdcSou pravdepodobnostou, Zze je v nastaveni prehliadaca podpora
skriptovania vypnuta. Povolte podporu skriptovania v jazyku JavaScript vo vasom prehliadaci.

4.1.3.1.Povolenie JavaScriptu v Mozilla Firefox
Na nastrojovej liste zvolte Nastroje a kliknite na ponuku MozZnosti...
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Zvolte zaloZku Obsah a zatrhnite Povolit JavaScript a kliknite na tladitko OK.

. Options \El

== )

General Tabs Content § Applications  Privacy  Security  Advanced

Elock pop-up windows
Load images automatically
I! Enable JavaScript I
Fonts & Colors

Default font: ’Times Mew Roman - ] Size [16 - ] [ﬁdvanced... ]
Languages

Choose your preferred language for displaying pages

| ok ||| cancel || Help

4.1.4.Podpora Java Runtime Environment (JRE)

Tieto stranky vyZaduju pre svoju funkénost nainstalovanu podporu jazyka Java. Uistite sa, Ze nemate
vo svojom prehliadacdi tuto podporu vypnutu. Pokial nemate na svojom pocitaci JRE nainstalované,
mal by vas prehliadac vyzvat na stiahnutie a instalaciu JRE. Ak sa tak nestalo, kliknite na odkaz
uvedeny nastrdnke a manualne stiahnite a nainstalujte aktualnu verziu JRE. V kaZzdom pripade bude

po instalacii JRE treba zavriet a znovu spustit prehliadac, aby sa zmeny prejavili.

InStaldcia JRE je popisana v Kapitole 6.
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4.1.4.1.Povolenie Java v Mozilla Firefox

Na nastrojovej liste zvolte Nastroje a kliknite na ponuku Spravca dopinkov.

File Edit View History Eookmarksﬂelp

- ﬁ Web Search Ctrl+K
£ Most Visited || Getting Started Downloads Ctrl+)
| w Welcome to Firefox
Error Console Ctrl+5hift+) i
Page Info

Start Private Browsing  Ctrl+Shift+P
Clear Recent History... Ctrl+Shift+Del

Opticns...

Zvolte zaloZku Rozdirenie, vyberte poloZku Java a kliknite na Povolit. Aby sa zmena prejavila, je
potrebné restartovat Firefox.

(@ Add-ons E==[EeR=

= & /L @&

Get Add-ons  Extensions  Themes  Plugins

Options | . Uninstall

Microsoft .NET Framewaork Assistant 1.0
o Adds ClickOnce support and the ability to report installed .MET versions to the ...

Find Updates

4.1.5.Nainstalovany Java Applet ICApki
V tomto mieste sa kontrolna stranka pokusi nainstalovat Java Applet ICApki, ktory je potrebny pre
funkénost stranok pre generovanie Ziadosti o certifikat. Pri prvej instalacii appletu na pocitac, kde
prebieha generovanie Ziadosti o certifikat, budete vyzvany na potvrdenie dévery vydavatelovi Java
applet. Vydavatelom appletu je Prvni certifikacni autorita, a.s. Déveru appletu potvrdite dialégom,
ktory znazorfiuje nasledujuci obrazok. V tomto dialdgu je dolezZitézaskrtnut volbu Always trust
content from this publisher a potom pouzit tladidlo Yes.
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Warning - Security

The web site's certificate cannot be verified.
want to continue?

Name: thica.ica.cz

Publisher: thica.ica.cz

Always trust content from this publisher.:

w The certificats cannot be verified by a trusted source. More Information...
.

Nasleduje druhy dialdg, kde sa postupuje obdobne, t.j. zaSkrtne sa volba Always trust content from
this publisher a potom sa poutzije tlacidlo Run.

Warning - Security S ‘—Ju

The application’s digital signature has been verified.
Do you want to run the application?

Name: ICApki
Publisher: 1.CA - Code Signing

From: https: /ftbica.ica.cz

Always trust content from this publisher .

Run ” Cancel

| U The digital signature has been validated by a trusted source. Mare Information...
i

Pri dalSom spusteni stranok na pocitaci, kde tato instalacia prebehla, uz nebudete k opatovnému
potvrdzovanie Java Applet ICApki vyzyvany.

V pripade, Ze bude vydana nova verzia Java Applet ICApki, bude klientom v tomto mieste okamzite
automaticky stiahnuta a nainstalovana. Tato instalacia méze chvilu trvat. Po jej skonéeni budu
stranky pokracovat v normalnej préci.
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4.1.6.Ukladanie cookies

Pre spravnu pracu stranok pre generovanie Ziadosti je potrebné, aby vas prehliada¢ umoznil stranke
ukladat cookies. Ak mate zakazané ukladanie cookies, povolte ho.

4.1.6.1.Povolenie cookies v Mozilla Firefox
Na nastrojovej liSte zvolte Nastroje a kliknite na ponuku MoZnosti...

File Edit View History Bookmarks ﬂelp

=

- 7y Web Search Ctrl+K
£ Most Visited |_| Getting Started & Downloads Ctrl+]
Add-ons
@ Welcome to Firefox

Error Console Ctrl+5Shift+]
Page Info

Start Private Browsing  Ctrl+Shift+P
Clear Recent History... Ctrl+5Shift+Del

Zvolte zalozku Sukromie. U Nastavenie histérie zvolte Pamétat si histériu(pripadne zvolte PouZit pre
histériu vlastné nastavenia a zaskrtnite Povolit serverom nastavovat cookies).

Nastavenie potvrdte kliknutim na tlacidlo OK.
Options sl

u e

General Tabs Content  Applications

&l
-

P
e ; -
== i

Security  Advanced

History

Firefox will: | Remember history - |

Firefox will rernember your browsing, download, form and search history, and
keep cockies from Web sites you visit.

You may want to clear yvour recent history, or remove individual cockies.

Location Bar

When using the location bar, suggest: I History and Bockmarks ]

| ok || cancel || Hep
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4.2.Vyplnenie udajov o Ziadatel'ovi
Ak proces kontroly prebehol bez chyb, stranka zobrazi formular, do ktorého vyplnite svoje osobné

udaje.

Heading Your information Example of completion
Select what type of applicant you are

@ Current user (non-entrepreneurial)

©) Entrepreneur (Self-employed)

© Employee

© Pseudonym

Choose a repository for your private key

18! Smart card 1.CA

(@] Other storage (PC, server, USB token, other smart card, eic.)
Information about the applicant

Degree (before name) Ing.
Name | Jifina
Surname | Koutnd
Degree (after name) Ph.D.
Generational resolution 1.
E-mail *) jirina_koutna@ica.cz
Mark the item if you require that the cerificate can be used
The certificate ig desigl_led for cqr_nmunicat\on m for communication with publi_c authorities of the the _SR and
with public authorities of the SR a private key to generate certified products according to
Slovak leqgislation
Permanent Address
Street Ceskd
Street number/building identification number 11122
Cityftown Brno
Zip code 11150
Province Jihomaravsky
Country | Czech Republic E|
Other options

Revocation password |
Key Repository Type (CSP) | SecureStoreCSP

[l show advanced key usage settings (Recommended for experts). We do not recommend changing the default settings using the key. The change in the use of keys by the users
own risk.
Certificates for signing

Certificates for encryption [
*} The item is mandatory only if you intend to use the certificate in the email.

Polozky zd6raznené tuénym pismom a Zltym podfarbenim vstupného polia su povinné. Napriklad

meno a priezvisko su povinné, tituly povinné nie su.

Heslo pre zneplatnenie:

v ,

Pokial dojde pocas pouzivania certifikatu ku kompromitacii privatneho kltica, zmene Gdajov (zmena
mena, bydliska ...) alebo sa vyskytni dalsie dévody, preco by nemal byt certifikat dalej pouzivany, je
Vasou zakonnou povinnostou certifikat zneplatnit. Certifikat je mozné zneplatnit cez webové
rozhranie. Pri zneplatnenie budete vyzvany na zadanie hesla pre zneplatnenie. Toto heslo pre
zruSenie urcujete pri generovani Ziadosti o certifikat.

Dizka hesla pre zneplatni certifikdtu musi byt 4 a7 32 znakov. Povolené st iba velké a malé pismend

bez diakritiky a Cislice.

Typ ulozisko kltca (CSP):



AUTHORITY

Pri polozke Typ uloZisko kltca (CSP) vyberte z ponuky SW modul zaistujici kryptografické sluzby
(CSP), ktory vygeneruje vas privatny klG¢. VSetky tu zobrazené CSP podporuju podpisovy algoritmus
SHAZ2 a su nainstalované vo vasom pocitaci.

7 s v

Export privatneho kltca:

v

Ak vami zvoleny typ UlozZiska kl'uca (CSP) podporuje export privatneho kluca, je vdm ponuknutd volba
povolit export privatneho kl'Géa. Tato volba umozni vykonat export certifikdtu vratane sikromného
kldéa. Sukromny klu¢ tak budete moct prenasat medzi UloZiskami. Sprava kltuc¢a vyzaduje v takom

pripade zvysenu opatrnost z dévodu vyssieho rizika jeho kradeze / zneufzitia.

r s v

Silna ochrana privatneho kltca:

v

Ak vami zvoleny typ Uloziska kl'tica (CSP) podporuje silnt ochranu privatneho kluca, je vam
ponuknutd volba povolit silnt ochranu privatneho klGéa. Pred kaZzdym pouZitim vasho klica budete
upozorneny, Ze je vas klté pouzivany.Nasledne mate moznost vybrat si medzi: Stredna - vidy budete
len upozorneny informativnym hlasenim; Silnd - pred kazdym pouzitim po Vas bude vyzadované

zadanie hesla.

Po stladeni tladidla pokraéovat stranka vykond kontrolu vami vyplnenych ddajov. Ak niektoré zadané
tdaje nesplfiaji podmienky, budete vyzvany na ich opravu.Udaje vyzadujice zmenu alebo doplnenie
su podfarbené cervenou farbou.

Heading Your information Example of completion
Select what type of applicant you are

@ Current user (non-entrepreneurial)

) Entrepreneur (Self-employed)

© Employee

© Pseudonym

Choose a repository for your private key
@ Smart card L.CA

© other storage (PC, server, USB token, other smart card, etc.)
Information about the applicant

Degree (before name) Ing
Name Jifina
You must enter a name.
Surname IDoe Koutna
Degree (after name) Ph.D.
Generational resolution Ml
E-mail *) jirina_koutna@ica.cz

Mark the item if you require that the certificate can be used
The certificate is designed for communication B for communication with public authorities of the the SR and
with public authorities of the SR a private key to generate certified products according to
Slovak leqislation

Permanent Address
Street Ceska
Street number/building identification number 11122
Citytown Brnao
Zip code 11150
Province Jihomaravsky
Conntwl Czech Republic E|
Other options

|a
Revocation password password for revocation may contain only the numbers and letters
without accents. The password must be 4-32 characters.

Key Repository Type (CSP) | SecureStoreCSP

[Tl show advanced key usage settings (Recommended for experts). We do not recommend changing the default settings using the key. The change in the use of keys by the users
own risk.

Certificates for signing

Certificates for encryption []
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Ak Vami zadané tdaje splfiaji podmienky, zobrazi sa vam stranka rekapitulujica vami zadané tdaje.

4.3.Kontrola zadanych udajov
Na tejto stranke prosim skontrolujte vami zadané udaje.

Recapitulated application
Heading Specified Value

Revocation password aaaa
Period of validity 365 days
Key Repository Type (CSP) SecureStoreCSP
Algorithm thumbnails shaz256WithRSAEncryption
Allow exporting the private key Mo
Allow the strong private key protection Mo
Key length 2048
Certificates for signing Yes
Certificates for encryption Mo
Key name 4d75ee7d340584
Encoding type UTFE_STRING

ltems of the certificate request
Full name Jane Doe
E-mail doe@ica.cz
Country CZ

The issued certificate is sent to the e-mail:
Certificate sent in the ZIP format:
@ ves

© No

Save the application in the card

Ak si prajete zaslat vydany certifikat na e-mail, zadajte e-mailovu adresu, na ktord vam bude
certifikat zaslany (polozka Vystaveny certifikat zaslat na e-mail:). Pozor: tato emailova adresa nie je
sucastou Ziadosti o certifikat, teda nebude uvedend ani v samotnom certifikate. E-mailovu adresu,
ktora bude obsiahnuta v certifikate, je nutné vyplnit v idajoch o Ziadatelovi (poloZka Ziadosti o
certifikat)!

Ak vami zvoleny typ UloZiska kl'ti¢a (CSP) podporuje uloZenie Ziadosti na kartu,mézete zatrhnat
moznost UloZit Ziadost na kartu. Ak zvolite tito mozZnost, stranka sa po vygenerovani Ziadosti pokusi
uloZit vygenerovanu Ziadost na kartu. Uistite sa, Ze na vasej karte je dostatok volného miesta pre
uloZenie Ziadosti. Ak uloZite Ziadost na kartu, operator registracénej autority I. CA bude moct nacitat
vasu ziadost priamo z karty (nemusite nosit Ziadost na USB disku alebo inom médiu).

Kliknutim na tladidlo Vytvorit Ziadost spustite generovanie Ziadosti o certifikat.
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4.4.Generovanie Ziadosti o certifikat
Nasledujuci postup sa pre jednotlivé typy ulozZiska kftuc¢a (CSP) mierne lisi.

4.4.1.SecureStoreCSP
Ak pri vypliiovani Udajov o Ziadatelovi zvolite ako typ UlozZiska kftica SecureStoreCSP, je postup

generovania ziadosti nasledovny:

Najskor sa vam zobrazi nasledujuci dialég. V tomto momente sa generuje vas privatny kltc¢. Tvorba
privatneho klti¢a moze trvat niekolko desiatok sekund.

SecureStoreCSP

card operation iz in progress. .

Potom, Co je privatny klI'i¢ vytvoreny, ste vyzvany na zadanie PINu k vasej karte.

-

SecureStorelC5P - enter PIN 2

It is necessary to enter PIM to process this operation.
Operation :
Signature of data by key located on card

PIM:

[ Remember PIM

b, A

Ak ste zvolili, ze Ziadost ma byt uloZena na kartu, ste informovany o vysledku ulozZenia. Ak
bolo na karte dostatok miesta a Ziadost sa podarilo uloZit, je Vam zobrazeny nasledujuci dialdg:

Sdéleni stranky https://s.devica.cz ﬁ

I The application was stored in the card.
LWy

Ok

Ak na karte nebol dostatok volného miesta a Ziadost sa nepodarilo uloZit, zobrazi sa nasledujuci
dialdg (vas privatny kluc je na karte uloZeny v poriadku a nie je potreba znovu kltG¢ generovat):
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i Y
Sdéleni strénky httpsy/s.devica.cz [
lx Error: The request could not be saved to the card.
Lm
oK
e = |

V takom pripade sa Ziadost na karte nenachadza. Musite Ziadost ulozit na USB flash disk alebo iné
médium, ktoré predloZite na registracnej autorite I.CA.

4.4.2.Microsoft Enhanced RSA and AES Cryptographic Provider so silnou ochranou
sikromého Kkluca.
Ak pri vypliiovani udajov o Ziadatelovi zvolite ako typ Ulozisko kltce Microsoft Enhanced RSA and AES
Cryptographic Provider (pripadne Microsoft Enhanced RSA and AES Cryptographic Provider /
prototype /) a zaskrtnete volbu Povolit silnd ochranu kltca, je postup generovania Ziadosti
nasledovny:

Creating a new R5A signature key @

An application is creating a Protected tem.

CryptoAP| Private Key

Security level set to Medium [ Set Security Lewvel... ]

| oKk || cancel || Detais.. |

Ak kliknete na Nastavit Grover zabezpeéenia ..., budete moct zmenit Groveri zabezpedenia.
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Creating a new RSA signature key @

Choose a security level appropriate for this item.

@ High
Request my permission with a password when this
item is to be used.

) Medium
Request my permission when this tem is to be used.

<Back || Net> | | Cancel |

Ak zvolite vysoku Uroven zabezpecenia, budete vyzvany na zadanie hesla. Toto heslo bude potrebné
zadat vzdy, ked budete pouzivat sikromny klu¢.

Creating a new RSA signature key =

Create a password to protect this tem.

Create a new password for this item.

Password for: CryptoAP| Private Key

Password:

Caonfirm:

| <Back | Fiish | | Cance |

Po kliknuti na tladidlo Dokonéit déjde k zmene Urovne zabezpeéenia. Teraz kliknite na tlagidlo OK.



-

Creating a new R5A signature key |23

An application is creating a Protected tem.

CryptoAP| Private Key

Security level set to Medium [ Set Security Level... ]

| ok || cancel || Detais.. |

AUTHORITY

V dalSom dialégovom okne vyberte Pridelit privilégia. Ak ste zvolili vysoku Uroveri zabezpedenia,

musite zadat aj heslo.

Request For Permission to Use a Key @

Grant or deny this application permission to use this key

Key name:  Application supplied name for the key

@ Grant permission

(71 Deny permission

Key protection password:

(v) View key details | ok || cancel

4.5. UloZenie Ziadosti o certifikat

Ak nedoslo pri generovani Ziadosti k chybe, stranka vam zobrazi vygenerovan Ziadost vo formate

PKCS10. Kliknutim na tlacidlo UloZit Ziadost na disk bude Ziadost uloZend na vas pevny disk alebo iné

médium, ktoré zvolite.
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The certificate request has been generated.

HIICnTOCAYUCAQAW IDERMABGALUEAWw 3mEui SEEL 2 UxCs AJEgRVEAY T ARNaMIIEI jANEgkg
hkiGSwiBAQEFAROCAQEAMIIECgRCAQERLI4SEnTviwgEVIHE/ el / hdWil vyt yM=oVxj gRELSuit
kgEWIgISkak€4CvweEn+tel,/ cRHE=pUIEExvawRgdd/ § 94bp2b3JtdWIDuFRtEFluhIzsEgqx4Gm
TEISTHARIWLsVE+ewj rlTEES TmCMd+ 2 fnIYNIuVEA+ie yaCk 3 fbad ay08T 3 smEEglej§0
LJdLNToWHDN 3 2g=at 2 GED1IMd+cYdETle 0GuV i huhFixchl0JkxyIpyd sgxk t LREnTIVDEN I 1M
aDEXCEQYT1l=0 2pE0a rUEHvwIVRokLOH 0 I EEYegHxW2 ch1¥HU/ § § €JgUE+vgEmNvRgmElkwldl
baUlWVaCtaifspR IDAQAEcDgwigY JRoZ IThveRAQE O I kw Tz A0EgNVHQ B EAfEEBAMTE s AwEQYD
VROREASwDIEKZGS1QGE1i¥95jejANEBgkghkiFSwlBAR=PAROCAGEARCEQR MY ZaBoPpilhST
NERtZ220dHeLTEuyF+E€it£2 IE430 xIrifBT IR gEGLlic2hEacEl 4gpWRfuRGLUIdoBQwAKl
EEenfIO0WLgOREMZ §03FUEnnokgR+EBLTTv1ECLlyiDi0N=SEEgQRiYs fh1YE/ SullucVini Bz T
hbghxiBEYEIhEBuERTgiSD1Gs 3 rwaY 3/ xIWhRECIRr FasVIZmEGREd kL TaCIEELLIGIE It Em
EnnSgdeUyh/ pVl+cEiand kX CGEqEniWn4TogSVRESia 4V 3 1khe aRpsxTowEiIwlbE1OBES
DOVIQIokI+/Ug/ gWi+¥UvSgi HeAIDVDE Ew=

----- END CERTIFICATE REQUEST-———-

[ Save requestto the disc ]

5. Vystavenie certifikatu

Potom, ¢o vytvorite Ziadost o certifikat, je nutné navstivit niektoru registracnua autoritu I. CA (zoznam
tu). So sebou na registra¢nu autoritu I. CA prineste Ziadost, ktoru ste vygenerovali (napriklad na USB
flash disku, alebo uloZenu na cipovej karte), a dokumenty potrebné na vystavenie certifikatu. Zoznam
potrebnych dokumentov najdete tu.

6. Instalacia Java Runtime Environment (JRE)

InStalacia JRE prebieha v rdmci jednotlivych prehliadacov roznymi sp6sobmi. Na jednom pocitaci nie
je potrebné instalovat JRE v kazdom prehliadaci zvlast, lebo po nainstalovani funguje podpora JRE v
ramci celého operac¢ného systému a teda aj v prehliadaci, v ktorom ste instalaciu JRE nevykonavali.

6.1.Spustenie instalacie JRE pod prehliadacom Mozilla Firefox
Ak nemate nainsStalovanu podporu Java Runtime Environment, budete pri prvom vstupe na stranky
pre generovanie Ziadosti o certifikat vyzvany k jej inStalacii. V prehliadaci Mozilla Firefox sa zobrazi
varovna lista v hornej ¢asti obrazovky prehliadaca informujiica o nutnosti doinstalovat zasuvny

modul.

= fdditional plugins are required to display all the media on this page. Install Missing Plugins... ] ﬁ

Kliknutim na tlacidlo varovnej listy InStalovat chybajuci zasuvny modul sa zobrazi instalaény dialdg.
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Plugin Finder Service @
Completing the Plugin Finder Service

MNe suitable plugins were found.

Unknown Plugin (application/x-java-appletversion=1.6) Manual Install

Find out more about Plugins or manually find missing plugins.

< Back Cancel

V tomto inStalacnom dialdgu kliknite na tlac¢idlo Ru€na instaldcia, ¢im budete v prehliadaci
presmerovany na webové stranky, kde sa da stiahnut instalaény program JRE.

Poznamka:

V pripade, Ze by sa tak z nejakého dovodu nestalo, zadajte nasledujuicu internetovu adresu do svojho
prehliadaca http://java.com/en/download/index.jsp



http://java.com/en/download/index.jsp

(@) Download Free Java Software - Moxzilla Firefox —

[ soubor Upravy Zobrazeni Historie Zslozky Wsstroje Napoveds

2 Nejnavitévovangféi || Jakzacit 5 Piehled zprav

Javain Action  Downloads  Help Center

oL Free Java Download
Include Java software with
your PCs! Find out how to Download Java for your desktop computer now!

distribute Java on your Version 6 Update 21

Windows PCs.
I Free Java Download
All Java Downloads
Ifyou want to download » Whatis Java? » Do lhave Java? » Need Help?

Java for another computer
or Operating System, click
the link below.

Al Java Downloads Why download Java?

Java technology allows you to work and play in a secure computing environment.

Java allows you to play online games, chat with people around the world, calculate your mortgage
interest, and view images in 3D, justto name a few.

After you've downloaded Java, visit java.com to check out Java in Action in your daily life

Java software for your computer, or the Java Runtime Environment, is also referred to as the Java
Duntime Duntima Cau Ciint \OC lauin Vighial Machina Uidial Machina loun UL UL 1L

WD ¢ X o (& TErEEEE—————" 12 ] [ Gomge A -

| 4, Download Free Java Software + =

m

Hotovo
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Na tejto stranke kliknite na ¢ervené tlacidlo Free Java Download a na nasledujucej stranke Agree and

Start Free Download, ¢im zahdjite stahovanie instalaéného programu. Po dokonceni stahovania ho

spustite; priebeh instalacného programu je popisany v Kapitole 7.

7. InStalacny program JRE

Po spusteni instalacného programu JRE sa zobrazi prvé okno instalacného programu.

Java Setup - Welcome

o
@Sun
Welcome to Java™

Java provides safe and secure access to the world of amazing Jeawva content.
Frorn business solutions to helpful utiliies and entertainment, Java makes
wour intermet experience come to life.

MNote: Mo personal information is gathered as part of our install process
Click here for more information onwhat we do collect

Click Install to accept the license agreement and install Java now.

™ Change destination folder Cancsl Install >

Na Uvodnej obrazovke zvolte tlacidlo Install. Dalej je proces instalacie aZ do konca automaticky.
InStalacny program si nasledne stiahne z internetu dodatocné subory, ktoré potrebuje zavedenie JRE

do vasho pocitaca.



Downloading Java Installer E

nloading Installer
installer

Estimated time left 24 sec

Jawvais found evenywhere - on mobile phones. desktop computers. Bluray
Disc players, settop boxes, and even inyour car.

By installing Java, you will be able to experience the power of Java, brought
toyou by Sun Microsystems. Inc.

Wisitus at jawa.com

I rstall >

@Sun

Status: Installing Java Runtime Environment

(FRRRAAEARRAAAAGNNNNANARASNNARRREEENE )

Now you can have a full-featured office suite that’s
compatible with Microsoft Office for free!

Powerful of word drawing
and database applications

* Reads, edits and saves Microsoft Office files

* Supports over 70 languages and Solaris, Windows, Linux and Mac operating systems
= Uses industry-standard, open file format (OpenDocument) as its default file format

* Built-in, one<lick PDF export

BE @ @@ [

Wrer Cale tmpress. Buse

OFQHPOfﬁcenrg

Math

@ Java Setup - Complete

You have successfully installed Java.

Java updates will automatically be downloaded to provide you with the latest
features and security improvements. To change this, see
http: ffjava. comfautoupdate

Clase
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Na zaverecnej obrazovke kliknite na tlacidlo Close. V tejto chvili odpori¢ame prehliada¢ vypnut a

zapnut, aby sa prejavili zmeny.
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8. RieSenie problémov
V pripade vzniku chyby pocas procesu generovania Ziadosti budete informovany chybovou hlaskou.

’
Sdéleni stranky https:/s.devica.cz ﬁ

Ix Error: Error when generating the private key.
Lml
If you generate the key on a smart card, make sure that:
1.Ctecka is connected and functional
2.Karta is inserted and the PIMN number
3.Ma card is a place to store other key.

Error: Card reader not connected or card not inserted:

A JAH_Ilcapkibxception
Description: KeyGenerate: jni error
Systern Error: 080030019

Lok

V tretom odseku najdete popis chyby.

Niektoré chyby mézu byt zdvaznejsieho technického razu. Mézu suvisiet so stavom hardvérového
alebo softvérového vybavenia vasho pocitaca. Je délezité opisat, urobit screenshot, alebo inak
uchovat informacie z podrobného vypisu chybového hlasenia, pretoze tieto informacie su kritické pre
rychle vyrieSenie problémov s helpdeskom.



